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ZyXEL - ZyWALL USG Support Notes

Scenario 1 — Connecting your USG to the Internet

1.1 Application Scenario

A WAN (Wide Area Network) connection is an outside connection to another network or the Internet. It connects your private network such as LAN (Local

Area Network) and other networks, so that a computer in one location can communicate with computers in other locations.

The USG has a multiple WAN feature which enables you to link your network with up to two ISPs or other networks via Ethernet, PPPoE or 3G connections.
User can either use trunks for WAN traffic load balancing to increase overall network throughput (“active-active” load sharing mode) or as a backup to

enhance network reliability (“active-passive” failover mode).

Load balancing will be described further in Scenario 2. In the figure below we first show the scenario for non-stop Internet access with the PPPoE as primary
WAN and 3G backup through USB. This means that the USG will normally use the PPPoE interface for Internet access, and it will only resort to the 3G interface

when the PPPoE interface’s connection fails.

Operating in
Active/Passive Mode

T

Vantage CNM

3 “e Centralized Network
> Management
WAN1 o I Host by Sl or Customer
Network Y
éaAs\-/\‘/

ZyWALL USG
Unified Security
Gateway

Remote Office

Corporate
Headquarters
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1.2 Configuration Guide

Network Conditions:
USG-50: ZyWALL-5 UTM:
- WAN1_PPP: PPP over Ethernet - WANI1: PPP over Ethernet

- Cellularl: 3G - WAN2: 3G

Goal to achieve:

Use the PPPoE interface as device’s primary WAN connection and switch to the 3G interface automatically when the PPPoE interface’s connection fails.

ZLD configuration ZyNOS configuration

Step 1. Click CONFIGURATION > Object > ISP Account to create an ISP Step 1. Click Network > WAN > WAN1 to open the configuration screen.
account first.

CONFIGURATION WAt
ZyXEL

' Quick Setup
Configuration
= HOME
@add . '

REGISTRATION General WAN 1 3G (WAN 2) Traffic Redirect Dial Backup

. #  Profie Name ~ Protocol Authentication Type User Hame

@ veN 1 WAN1_PPPoE_ACCOUNT  pppee chap-pap ISP Parameters for Internet Access

O Lol 2 WANI_PPTR_ACCOUNT  ppip chap-psp Encapsulation PPP over Ethernct R

(@ Faid 3 WANZ_PPFOE_ACCOUNT  pppos chap-pap e Name [ Pe—

WAN2_PPTP_ACCOUNT pptp chap-pap User Name |SE111279@hinat net
Page [1 of1 Show |50 |+ |items Displaying 1 -4 of 4 » Password [seseenee
i~
WIRELESS =] ey pe to|Confirm [rereeeee
SECURITY = Authentication Type CHARPAP = |
ADVANCED = ¥ Nailed-Up
s Idle Timeout (Seconds)
LOGS WAN IP Address Assignment
MAINTENANCE ' Get Automatically from ISP
" Use Fixed IP Address

LOGOUT My WAN 1P Address

All contents copyright (c) 2010 ZyXEL Communications Corporation.
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Step 2. Fill in the PPPoE user name and password. Step 2. Fill in the PPPoE parameters:
- Select PPP over Ethernet encapsulation mode
- User name
' ' ' - |- Password
Profile Marme: |WP.N1_PPPDE_.':'|CCDL|N|
I Prokocal: Pppoe w I Step 3. Click the Apply button to save and apply the setting.
Authentication Type: Chap/PAP M
|| ser Name: 85111279 @hinet.net | | | WAN _ _
|| pesswore: sesses | - e
Retype to confirm: T FeP over Ethernct[id]

Service Mame: {Optional)

Compressian i on @ Off
) 4
Idle timeout: | ] | (Seconds)

WAN IP Address Assignment

[ ox J[ cancel | .

Advanced Setup

v

Step 3. Click CONFIGURATION > Network > Interface > PPP to open the
configuration page. User can click the system default rule and edit it.

T - [ e [ o [ [ o | o

User Configuration

©Add [FEdic W Remove @ Activate @) Inactivate @ Connect @ Disconnect [ Object Reference

#+ Status Name Base Interface Accaunt Profie
14 4 |page [ of 1| b Fl | Show[50 | |items No data to display
System Default

[&f Edit @ Activate @ Inactivate §gConnect gy Disconnect B Object Reference

# Status Name Base Interface Account Profile

1 5y wan1_ppp wanl VWAN1_PPPOE_ACCOUNT I

2 @ 9» wan2_ppp wan2 WAN2_PPPoE_ACCOUNT

[4 4 |pageft of1| b k| Showitems Displaying 1-20f 2
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Step 4. Enable the interface and select the pre-configured ISP account to

activate the PPPoE rule.

) Edit PPPOE/PPTP

Show Advanced Settings @5 Create new Object~

General Settings

Enable Interface

47 ¢ &

HOME

RIGISTRATION

|»

LAN

NETWORK ol

ZyXEL - ZyWALL USG Support Notes

Bynterm Name
Model

Bootbane Version
Firenvware Vearsion
Up Time

Systan Tive

Step 4. Check the connection status on the dashboard.

ZyWALL 5

Vvi.08B | Ox/20/2008

V4.04(XD.8) | O2/33/20120
00:23:26

2010-07-29 13119100 GMT+08B:00

WAN Device Mode Router
oMz Firewall Enabled
Interface Properties WELAN System Resources
- Flash [ ] 2/0 M6
Interface Name: wanl_ppp WIRELESS
Mermary | ] 26/22 Mn
SECURITY
Base Interface: wanl Nensbane B ] 2576000
ADVANCED
ceu [ ] oy
Zone: WaN REPORTS
Description: (Optional) LOGS Interfaces Status
L 63.216.179.224/ IPCP client Ovrop
MAINTENANCE RN I8N >N _ 2N
Connectivity WAN 2 Down ©0.0.0.0/ 0.0.0.0 N/A Otat l
p LOGOUT Dial Backup Down ©.0.0,0/ 0.0.0.0 NSA Dial '
@) Mailed-Up

3] AN 100M/FUNl 192.168.5.1/ OHCP sarvar N/A

@ Dial-on-Demand 253.255.255.0
[E] WLAN 100M/FUl ©.0.0.0/ ©0.0.0.0 Static NIA
ISP Setting [z Omz 100M/Full 192.168.200.3/ Staetic NSA

Account Profile:

Protocol:

User Name:

Service Name:

Step 5. When the configuration is done, click the Connect button to enable

WAN1_PPPoE_ACCH ¥
pppoe

85111279 &hinet.net

=

Cancel ]

ok ||

REGISTRATION

HETWORK

i1 R

253.2533.255.0

Dial Backup

the PPPoE link. Once the connection is established, the connected icon will

be displayed in front of the rule. ® Aceess Poct Mams (aEW)  [miee

™ Initinl String (certaining APN) |

susthentscation Type = |

System Default

[#FEdit () Activate () Inactivate]

-4, Disconnect Object Reference

# Status Name Base Interface Account Profile

2 [3] (" wan2_ppp wan2 WAN2_PPPoE_ACCOUNT

Pagell ofl| r M

Show |50 | w items Displaying 1- 2 of 2
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Step 6. To check the PPPoE IP address, click the PPPoE rule and check the IP
address part for the information.

[TT] Show Advanced Settings [T Create new Object -

IP Address Assignment

@ Get Automatically 61.216.171. 175
[ Use Fixed IP Address
IF Address: | |

Metric: o] (0-15)

Step 7. Click CONFIGURATION > Network > Interface > Cellular to open the

configuration page.

conmooron | IR CrACRCERGTE
( k Setup

Cellular Interface Summary

@Add [Edi [ Remove @ Activate (G Inactivate @, Connect @ Disconnect [Gg Ohject Reference

# - Status HName Extension Siot Connected Device ISP Settings

1 @ cellulart use1 none Custom Profile 1

I4 4 |Page[t of1| b kI |Show|50 |+ |items Displaying 1- 1of 1

Step 6. Fill in the 3G connection parameters:

The card information will be detected by device automatically
Internet Access setting

Access Point Name (APN)
PIN code

Phone number (enter *99# if not sure what number to fill in)

WAN 1P Address Assignment

All contents copyright (c) 2010 ZyXEL Communications Corporation.




Step 8. Fill in the 3G connection parameters:
- The card information will be detected by device automatically
- ISP Settings
B APN name
B Dial String
- PIN code

o Nl 4 elhalar sl e a i
| e Adgread S imngs
Inter face hiamre ol | I

Towa AR -

et Siat el 1

Conrecied Dervom: T
Cpr gy e (il
Comnectivity
o] Prsdad-Lip
R R
i Pl ey bt [y W Custien
Profls 1 -
L il Wil
il S T
P ] Firan -
BIFY Card Satling
PN Code I (-] I |

Step 9. After the configuration is done, click Activate to enable the rule. And
then click Connect button to enable the 3G connection.

Cellular Interface Summary

@ Add [JFEdit i Remove (F Activate (3 Inactivate &% Disconnect [38 Object Reference

# + Status Name Extension Slot Connected Device ISP Settings

Page Il of1| # Pl | Show|50

w |items Displaying 1- 1of 1

information.

ZyXEL - ZyWALL USG Support Notes
Step 7. Go to the dashboard and click the Dial button to trigger the rule. User
can check the 3G WAN interface status to get the 3G modem detail

WAN 1 WA & 3G Connection Status

Service Provider
lwu 2 Connected 1313.82.4. Signal Strength

Dist Backup Down Last Commection Up Time

[0 R 1ooM/Fll 192 shat
Rx Bytes

o R S00OM/Full 3G Card Manefacturer

@ omz AU 3G Card Model
IG Card Firmware Revison
3C Card IMEL

SIM Card 1151

Connected (UMTS/NSDOA)

Crunghea Telecom

L 34 -:!-wl”u

0100:30

1.38% bytes

1,719 bytes

MUAWET TICOWNOLOGIES CO., LTD
HUAWET £612

036.5:.04.202

356338

Step 8. Now the both PPPoE and 3G connection are UP. Click on Network >

WAN > General page to select the Active/Passive Mode to achieve the
backup mechanism.

ZyXEL

HOME
REGISTRATION

NETWORK =]
LAN

WAN

WIRELESS =

General WAN 1 3G (WAN 2)

Traffic Redirect

Dial Backup

' Active/Passive (Fail Over) Mode
¥ Fall Back to Primary WAN When Possible
IV Ve e
Load Balancing Algorithm

™ WAN Interface to Local Host Mapping Timeout

All contents copyright (c) 2010 ZyXEL Communications Corporation.
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Step 10. User can check the 3G connection status on MONITOR > System
Status > Cellular Status screen.

HOMNITOR ‘Calluler Fates

Collplar Drvice Status

(Lot ]
¥ - Exipeaon Sot  Connecid Devcs Siwt Tercce Brader  Celuiar Tyalem Sral Gunky
II ush 1 e E 13 Drece rasdy Crusnghun Tomoom WEDMA, r-:MIlI I
—
gl o1 | hew 50 v mews Peplarrrg |- baf 2

Step 11. Now both the PPPoE and 3G connection are UP. Click on
CONFIGURATION > Network > Interface > Trunk to open the configuration

screen.

Step 12. Click the Add button to add a User Configuration rule.

CONFIGURATION PortRoie | Ethernet | PP | celar | VLAN | Bridge | Trumk _

b eEERELTER (T Show Advanced Settings

Configuration
Enable Link sticking (1)
Timeout: 300 (30-600 seconds) [

Default WAN Trunk

Default Trunk Selection
@ SYSTEM_DEFAULT_WAN_TRUNK

(@) User Configured Trunk v

User Configuration

FEEEs =

#  Name Algorithm
1 Active-Passive Iif
{ |Page [1 of1| b Pl |sShow|so |w|items Displaying 1-10f 1

All contents copyright (c) 2010 ZyXEL Communications Corporation.




ZyXEL - ZyWALL USG Support Notes
Step 13. Configure the trunk name and add the two interfaces: PPPoE for

Active and 3G for Passive mode.

o Add Trunk H E3
Mame: Active-Passive
Load Balancing Algorithm: Least Load First hd
Qadd it W N
# Member Mode Ingress Bandwidth Egre=ss Bandwidth
1 wani_ppp Active 1048578 kpbs 1048578 kpbs
2 cellulart Pas=sive 1048576 kpbs 10485786 kpbs
Fage ’1_ of 1 Show |50 | » |items Displaying 1 -2 of 2
[ QK ] [ Cancel
Step 14. Select the User Configured Trunk rule as the default WAN trunk.
Then it will work using PPPoE as primary and 3G as a backup connection.
Default WAN Trunk
Default Trunk Selection
(7) SYSTEM DEFAULT WAN_TRUNK
I @ User Configured Trunk Active-Passive 7 I
User Configuration
@add |, |
# Name Algorithm
1 Active-Passive IIf
Page ’1_ of 1 Show |50 | |items Displaying 1- 1of 1
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Scenario 2 — WAN Load Balancing and Customized Usage of WAN Connection for Specific

Traffic (USG 50 only)

2.1 WAN Load Balancing

As an enterprise network gateway, the USG ZyWALL often has more than one WAN connection to share the company network traffic load. Without WAN load
balancing, a single WAN connection may get too congested, causing the Internet traffic to become slow or even get lost.

USG ZyWALL provides network administrators with flexible ways of implementing WAN load balancing according to their demands. The outbound traffic is
shared among multiple internet connections. Therefore, Internet traffic can get passed through the USG ZyWALL smoothly, improving your service quality and

ensuring the Internet connections get effectively utilized.

2.1.1 Load Balancing Algorithm

WRR — Weighted Round Robin

We can assign different weights to different internet connections according to their bandwidth. The outbound traffic sessions will be sent out among the
multiple WAN connections in turn; sessions will be assigned to different connections according to their proportional weights. Take the following for example:
WAN1 bandwidth: 1 Mbps.

WAN2 bandwidth: 512 Kbps.

Since WAN1 has a bandwidth about twice that of WAN2, we can assign the weights to WAN1 and WAN?2 as follows:

WAN1 Weight: 2

WAN2 Weight: 1

The outbound traffic sessions will be assigned to WAN1 and WAN2 according to their proportional weights. E.g., when there’s total outbound traffic of 900K,
600K will be sent out over WAN1 and 300K will be sent out over WAN2.

All contents copyright (c) 2010 ZyXEL Communications Corporation.




LLF — Least Load First

ZyXEL - ZyWALL USG Support Notes

When choosing LLF as the load balancing algorithm, the USG will calculate each WAN interface’s current outbound traffic utilization against the interface’s

available bandwidth. Then it will use each interface’s traffic utilization ratio as the index to decide via which WAN interface it will send the next new session.

The interface with the least outbound traffic utilization ratio will be used to send the next new session.

Take the following for example:

Interface Available Current measured | Utilization
Bandwidth Traffic Ratio

WAN1 1M 600K 0.6

WAN1_ppp 512K 256K 0.5

WAN2 2M 1.6M 0.8

The next outbound new session will be sent over WAN1_ppp.

Outbound
traffic

'WANL ppp (ratio 0.5) >

All contents copyright (c) 2010 ZyXEL Communications Corporation.
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Spill-over
When choosing the Spill-over load balancing algorithm, the USG will send outbound traffic to the first interface member in the WAN trunk until its maximum
allowable bandwidth is reached. Then the USG will send the excess outbound traffic to the second interface member in the WAN trunk.
This algorithm is used when the first WAN connection is free or has a lower billing rate than the second WAN connection. The company can use this load
balancing algorithm to reduce Internet fees while avoiding congestion on the first WAN connection.
See the example below:
WAN1 (free connection) bandwidth: 1M
WAN?2 (billing connection) bandwidth: 800K
Total outbound traffic is 1.5M. The traffic distribution among the two connections:
WAN1: 1M
WAN2: 0.5M

Qutbound
1. 5M WANI 1 M

0. 5M

2.2 Customized Usage of WAN Connection for Specific Traffic Type

In some cases, the network administrator may prefer to send out some specific type of traffic over a specific WAN connection. For example, the ISP for WAN1
connection is also the company’s ITSP (VolIP provider). Therefore, network administrator can set the gateway to send VolP traffic out over WAN1.

Both ZyNOS ZyWALL and USG ZyWALL can achieve this application by Policy Route.

All contents copyright (c) 2010 ZyXEL Communications Corporation.
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2.3 Application Scenario

The company has two WAN connections for sharing outbound internet traffic. WAN1 uses static IP, and WAN2 uses a PPPoE connection. Since WAN1 ISP is
also the company’s VolP provider, the network administrator wants VolP traffic primarily sent out over WAN1. In case WAN1 is down, the VolP traffic can still
go out over WAN2 PPPoE connection. Network administrator also wants HTTP traffic sent over WAN2 PPPoE connection primarily. In case WAN2 PPPoE is
down, LAN users can still surf internet over WANL1. For all other types of traffic, administrator needs the two WAN connections to share the outbound traffic

load, performing load balancing.

VoIP Traffic

HTTP Traffic

Other Traffic

All contents copyright (c) 2010 ZyXEL Communications Corporation.
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2.4 Configuration Guide

Network Conditions:

- LAN subnet: 192.168.1.0/24

- WAN1 IP: 200.0.0.1

- WAN2 PPPoE IP: Dynamic

- WAN1 download bandwidth: 2M
- WAN2 download bandwidth: 2M

Goals to achieve:
1) VolP traffic goes out primarily through WAN1. In case WAN1 is down, it will go out via WAN2 PPPoE connection.
2) HTTP traffic goes out primarily through WAN2 PPPoE connection. In case WAN2 PPPoE is down, it will go out via WAN1.

3) All other traffic goes out via WAN trunk performing Load Balancing with Least Load Balancing algorithm.

ZLD configuration ZyNOS configuration

Step 1. Configure a PPPoE account on WAN2 interface. Step 1. Go to Advanced > Policy Route, add policy route to route VolP traffic out
a. Goto CONFIGURATION > Object > ISP Account, add a PPPoE account: primarily from WAN1, and WAN2 as backup.

£3 el ISP Accoury t Rule 2 W< criteria:
Prefile Mame: wanz_ppp . .
rotocol: — ~ Application: SIP
Authentication Type: Chap/Pap ~
peer riame: oy accoLn Source: Choose LAN interface. Address range: 192.168.1.0~192.168.1.255
Retype to confirm: =0 sseseses . .
ettt coptionan Destination: Any.
Compression @ O T OFF
tle timeout: o tseconds) Action Applies to: Matched packets.
Lox [ cancel | Routing Action:

All contents copyright (c) 2010 ZyXEL Communications Corporation.
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b. Goto CONFIGURATION > Network > Interface > PPP, add a new PPP

interface which is based on WAN 2(ge3) interface:

& Add PPPoE/PPTP 2 X
Show Advanced Settings (=] Create new Object ~

General Settings

[
|
| Enable Interface
I Interface Properties

Interface MName: wan2_ppp

base nterfoce:

zone:

pescrption —
| Connectivity
| @ Mailed-Up

@ Dial-on-Demand

ISP Setting
Account Profile: wan2_ppp T

Protocol: pppoe

User Mame: my_account

Service Mame:

IP Address Assignment

[ ox | @

Step 2. Go to CONFIGURATION > Network > Interface > Trunk. Add WAN

Trunks.

a. Add WAN trunk for VolP traffic — Set WAN1 as Active mode, while
setting WAN2_ppp as Passive mode.

[SEE W _Trunk_WoIP

Load Balancing Algorithm: | Least Load Firse [~

& add =2 Edit Tl Remove M Move

. Lnpee

1 weEn

| Ingress Bandwicth Egress Bandwicth

Active 1048576 kphb=

1048576 kph=

1045576 kph=s
1045576 kpbhs

|;|items

= weanZ_ppE Passive

4 4 TPage [1 of 1 | ] | Show|sno

Displaying 1 - 2 of 2

Choose WAN interface WAN1, and enable Use another interface when the

specified WAN interface is not available.
Criteria

Predefined |+

Routing Action

Please enable SIP ALG to let this policy route apply to all VolIP traffic including
both SIP signaling and RTP (voice data).
Go to Advanced > ALG, enable SIP ALG.

ALG Settings

[]
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b. Add WAN trunk for HTTP traffic — Set WAN2_ppp as Active mode,

while setting WAN1 as Passive mode.

@@ add Trunk I Em s

Mame: WA Trunk HTTR

i Load Balancing Algorithim: | Leask Load Firsk — |

@ add =2 Edit Tl Remowe =M Move

L Member

weanZ_ppp

Ingress Bandwwicdth Egress Bandwicth

1048576 kpb= 1048576 kpb=

4 4 | Page El of 1 | = ] | Show|so ~ |items Displaying 1 - = of = I

c. Use SYSTEM_DEFAULT_WAN_TRUNK to do load balancing for all other
traffic.

System Default

[ Edit Object Refersnce

.3 ! Mame. ! \\:Dlnlhm

1 SYSTEM_DEFAULT WAN_TRUNK L |

144 (Page[t Joft| b bl show|so v ems

Displaying 1- 1 of 1

Step 2. Go to Advanced > Policy Route, add a policy route to route HTTP traffic
out primarily through WAN2, leaving WAN1 as backup.

Criteria:

IP Protocol: TCP (6)

Application: Custom

Source IP: Choose interface LAN. Address range: 192.168.1.0~192.168.1.255
Source port: Any

Destination IP: Any

Destination Port: 80

Action Applies to: Matched packets.

Routing Action:

Choose WAN interface WAN2, and enable Use another interface when the

specified WAN interface is not available.

Predefined
Ay
Ay

Custom

I i iHI
[
&

[l
192 . 188 . 1
192 . 188 . 1

[
th o
il

]

Routing Action

Dont Change Ls
Dont Change @

O
o

a . a . a

1] f 1] f 1]
I
I
et |
Dont Change |+ |
Dont Change |
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Step 3. Go to CONFIGURATION > Network > Routing > Policy Route, add
policy routes for VolP traffic and HTTP traffic.
a. Add a policy route for VolP traffic:

Source: LAN1_subnet

Destination: Any

Service: SIP

Next Hop: select the newly created WAN trunk WAN_Trunk_VolP

«| Enable

Drescriphion: {Optional)
Criteria

Lser: anvy s

Trscormirg: Ay e

Source Auldresd: LAarL _SUBMNET ~

Drestination Address; arvy

DSCP Code: arvy —

Schaduls: Mo

Service: SIF —
ek = Hogp

Ty Truarik s

Trunk: WA _Trunk_valP . I

Auto-Disable

Please note that to make sure this policy route applies to all VolP traffic,

including both the SIP signaling and RTP (voice data), we need to enable SIP

ALG. Go to Configuration > Network > ALG, enable SIP ALG.

SIP Settings

Enabls SIF aLG

Enable SIF Transformations

SIP Media Inackivity Timeout : 120 (seconds)
SIP Signaling Inactivity Timeou ko 1800 {secon ds)

SIP Signaling Port © add 7

# Port -
1 S0E0

ZyXEL - ZyWALL USG Support Notes
Step 3. For all other traffic, we use the two WAN connections to perform load
balancing. Go to Network > WAN > General.
Choose Active/Active Mode.
Set the Load Balancing Algorithm to Least Load First.
To avoid the situation where traffic from the same LAN host may be sent over
different WAN interfaces, which may cause servers to refuse the connection due
to a different source IP, we enable and set “WAN Interface to Local Host
Mapping Timeout” to a specific time period.
For Load Balancing Index (es), we choose Outbound Only.
Set the available outbound bandwidth for the two WAN connections according

to the bandwidth obtained from each ISP.

Operation Mode

O active/Passive (Fail Over) Mode
Fall Back to Primary WaN When Possible
) Activesactive Mode
Load Balancing Algorithrm Least Load First w

Wi &M Interface to Local Host Mapping Timeout 20 1 ~ 600(Seconds)
Time Frame 10

10(Seconds) ~ 600(Seconds)

Load Balancing Index{es)

Cuthound Cnly b
Available Inbound Bandwidth Available Outbound Bandwidth

WAN 1 Kbps 1000 Kbps
WAN 2 | Kbps 2 Kbps
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b. Add a policy route for HTTP traffic:
Source: LAN1_subnet
Destination: Any
Service: HTTP
Next Hop: Select the newly created WAN trunk WAN_Trunk_HTTP.

Criteria
Lksar: Bny w
[ncoming: any w
Source Address: LAMI_SUBNET w
Destination Address any -
DSCP Cosde: any w

i
;

Next-Hop
Type Trurk: >
IT"-""“ WAN_Trunk_HTTP o |
[ sasto-Disable
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c. Forall other traffic, use SYSTEM_DEFAULT_WAN_TRUNK to do load
balancing.
Go to Configuration > Network > Interface > Trunk. Click Show

Advanced Settings.

I Fort Role I Ethernet l PR l Cedlar ] WLAN l Eridge I Trunk _

I_;]Sl‘.mn.dwmdsmrm |

Configuration

Make sure Default SNAT is enabled. Select
SYSTEM_DEFAULT_WAN_TRUNK in Default Trunk Selection.

Default WAN Trunk

| Enable Default SNAT |
etault Trunk Selection
(@ SYSTEM_DEFALLT ‘WaN_TRUNK

(7) User Corfigured Trunk
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Scenario 3 — How to configure NAT if you have Internet-facing public servers

3.1 Application Scenario

It is a common practice to place company servers behind the USG’s protection; while at the same time letting WAN side clients/servers access the intranet
servers. To give an example, the company may have an internal FTP server, which needs to be accessible from the Internet as well. To fulfill this requirement,
user can configure a NAT mapping rule to forward the traffic from Internet side to intranet side. This feature can not only ensure service availability but also
helps avoid exposing the server’s real IP address to be attacked.

" LANZone )\

==l \ (" ZyWALLUSG

W

=" W
Employeeon " Internet FLELERY]
Home Computer . Email Server Bl System
m YW ¢
N— ° —
Employee Laptop L . OA, ERP System
In Airport Kiosk \ / File Share CRM System

or In Hotel & pr—

Web-based Application Server
Application (Inventory, Store..)

Partner’s network i

Qen;ote Desktop Network Extend/
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3.2 Configuration Guide

Network Conditions:
USG-50:

- WANIP: 59.124.163.152 -
- FTPserver1P:192.168.50.33 -

ZyWALL-5 UTM:
WAN IP: 10.59.1.50
FTP server IP: 192.168.5.33

Goal to achieve:

ZyXEL - ZyWALL USG Support Notes

User Tom can access the internal FTP server by accessing the Internet-facing WAN IP address.

ZLD configuration

Step 1. Click CONFIGURATION > Network > NAT to open the configuration

screen.

CONFIGURATION

'T¥ Quick Setup
Configuration
work
+ Interface

[ Note:
If you want to configure SNAT, plase go to Policy Route.
@Add [ ]
. # St Name Mapping T... | Interface Original P | Mapped P Protocal Original Port  Mapped Port
+ HTTP Redirect
+ ALG [4 4 [Page|1l |of1| ¥ Pkl |Show|50 | items No data to disply

IMAC Binding

ZyNOS configuration

Step 1. Click ADVANCED > NAT > Port Forwarding to open the configuration

screen.

ZyXEL

HOME

NAT Overview Address

i Port Forwarding | Port Triggering
————————
Port Forwarding Rules

REGISTRATION

NETWORK WAN Interface Im
WIRELESS Default Server 0o . 0 . 0 . 0 Go To Pagel 1 ™|
Sl oS | # |activel Name |  Incoming Port(s) | _ Port Translation | __ Server IP Address |
ADVANCED n l é lﬂ— - lﬂ— [ = l:— o . 0 . 0 . 0
a‘ - [o -Jo Jo o 0 0 0 0
ROUTE H‘ I o o 0 o o 0 o 0
ROUTE n‘ o 0 -Jo 0 —Jo 0 0 0 0
H‘ I [ o 0 - o 0 0 0 . 0
REMOTE MGMT B‘ - Jo E o 8l v 0 v 0
uPnP ‘ L o -0 o - 0 0 o 0
ﬂ‘ | Jo -Jo Jo o 0 0 0 0
H‘ - [o -Jo Jo o 0 0 0 0
E‘ u [0 -Jo Jo o 0 0 0 0

Note 1: You may also need to create a Firewall rule.
Note 2: Port Translation is optional.
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Step 2. Click the Add button to create a mapping rule.

Step 3. In this page user needs to configure:

- Rule’s name

- Select Virtual Server type to let USG-50 do packet forwarding

- Fill in the Original IP (WAN IP) address

- Fillin the Mapped IP (Internal FTP server IP) address

- Select the service to be mapped (FTP); the ports will be selected
automatically

) Add NAT
[i=]Create new Object
General Settings

Enable Rule

Port Mapping Type

Classification: @ 1:1NAT (@) Many 1:1NAT
Mapping Rule
Incoming Interface: wanl R
Qriginal IF: User Defined w
User-Defined Criginal IP: 59,124.163.152 {IP Address)
Mapped IP: User Defined »
User-Defined Mapped IF: 192,1658.50,33 {IF Address)
Port Mapping Type: Service R
Original Service: FTP | TCP, 20-21
Mapped Service: FTP v TCP, 20-21
Related Settings

Enable NAT Loopback (£
Configure Eirewall Q

ZyXEL - ZyWALL USG Support Notes

Step 2. Configure the mapping rule. User needs to select the WAN interface

for the incoming access, choosing the WAN IP for users to access.

Step 3. Then configure the incoming ports, translation ports and the internal
FTP server IP address.

In this case, when the user accesses the WAN IP address with the port 20/21,
the ZyWALL-5 UTM will forward the request to the FTP server, 192.168.5.33,
with the port 20/21. Thus, user can access the internal FTP server without

problem.

Port Forwarding Rules

WAN Interface WAN1T -
Default Server 0o . 0 . 0o . 0 GoToPagel"LI

Server IP Address

1 v IFI'P IZU _|21 IZU _|21 192 . 188 . 5 . 33

Step 4. The port forwarding rule enables delivery of the access request from
WAN to the internal network, but the user still needs to configure access
privileges by adjusting the firewall rule. By default all WAN to LAN access is
dropped.

D Rule Rule Sy v Anti-Probing Threshold Service

Default Rule Setup

0% [100%

¥ Enable Firewall

v Allow Asymmetrical Route (Warning: When this box is checked, all LAN to LAN, WAN1 to WAN1, WANZ2 to WANZ,
DMZ to DMZ, WLAN to WLAN, and VPN to VPN packets will tn(paﬁ the Firewall check

-“ s ---

Rules 0 Rules 0 Rules 0 Rules 0 Rules 0 Rules
IPermlt_Il_ IPermlt_Il_ IPermlt_Il_ IPermlt_Il_ IPermlt_Il_ IPermlt_Il_
5 Rules B 1 Rules B | 0 Rules B |0 Rules B |0 Rules B | 0 Rules B
ml_ | Permit_~ |1 Jorop =[] | Permit_~ |1 Jorop =[] | Permit _~ |1
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Step 4. Click CONFIGURATION > Network > Firewall to open the firewall
configuration screen.

Here assume the user already assigned the WAN interface to WAN zone and
LAN interface to LAN1 zone.

conFIGURATION =
T¥ Quick Setup |
General Settings
x:b @ =i [ allow Asymmetrical Route
outing
Firewall Rule Summary
From Zone: any ¥ To Zone: any g
Q@add [FEdt 1 9 oM
Stat... Priority ~ From To Schedule User Source Destination  Service Access Log
@ 1 a AN a AN none any any anternal .. afTP allow ne
@ 2 aWAN ZyWaALL  none any any any aDefault_,. allow no
Q 3 AN ZyWALL nene any any any any deny log
@ ¢ any (Exclu... nene any any any any deny log
Q 5 ZyWALL nene any any any aDefautt ... allow ne
Q 6 ZyWALL none any any any any deny log
Q 7 aDnz any (Exclu... none any any any any deny log
@ 8 aWLAN aWAN none any any any any allow ne
@ alWLAN ZyWALL  none any any any aDefault .. allow no
| | &

Step 5. Click the Add button to create a firewall rule to enable the FTP service
to pass from WAN to LAN1.

Step 6. User can create an address object for the internal FTP server for
further configuration usage. Click Create new Object for this function.

=3 Create Address
MNarme: Intermnal_FTP
Address Type: HOST e

IF Address: 192.168.50.23

ZyXEL - ZyWALL USG Support Notes

Step 5. Click Rule Summary to customize the setup. The default is to drop all

packets.
Default Rule Anti-Probing Threshold Service
__Rule SW4OR@ry |
Packet Direction:  WAN1 [+] To Lan [+]

Source Destination
Address Address

WAN1 to LAN - Default Policy : Drop

Name  Active Service Type

BOOTP_CLIENT(UDP:62) [+ |

w2l Rule_1

AnylZ‘ AnylE‘

NetBIOS(TCP/UDP: 137~139,445) [ = |

=
g
]
8]
=4

ermit| No |No

Step 6. Configure the firewall rule to enable the FTP service to pass from
WAN1 to LAN.

- Source IP address is not specific

- Destination IP address is the FTP server’s address

- Select FTP service (with port 20/21) to be enabled

- Select the Permit action for matched packets

After this configuration, user can access the FTP server from WAN side.
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Step 7. Configure the rule to:

- Allow access from WAN to LAN1

- Source IP address is not specific

- Destination IP address is the FTP server’s address
- Select FTP service (with port 20/21) to be enabled
- Select the allow action for matched packets

After this configuration, user can access the FTP server from WAN side.

(i) Create new Object~

[¥] Enable

From:

Tor

FIREWALL - EDIT RULE

Edit Source Address

[raa] toats

Edit Destination Address

] st

Edit Service

*ECHO REPLY(ICMP:Type:0/Code:l) &
*ECHO REQUEST(ICMP:Type:8/Code:0)
“VPN_NAT_T(UDP:4500)

BOOTP_CLENT(UDP:68)
BOOTP_SERVER(UDPET)

CU-SEEME(TCPIUDP.7648,24032)
DNS(TCPIUDP:53)
FINGER(TCP:79)
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Scenario 4 — Secure site-to-site connections using IPSec VPN

4.1 Application Scenario

A virtual private network (VPN) provides secure communications between sites without the expense of leased site-to-site lines. A secure VPN is a combination
of tunneling, encryption, authentication, access control and auditing. It is used to transport traffic over the Internet or any insecure network that uses TCP/IP

for communication.

Internet Protocol Security (IPSec) offers standards-based VPN solutions that enable flexible scenarios for secure data communications across a public network
like the Internet. An IPSec VPN tunnel is usually established in two phases. Each phase establishes a security association (SA), a contract indicating what
security parameters the ZyWALL and the remote IPSec router will use. The first phase establishes an Internet Key Exchange (IKE) SA between the ZyWALL and
a remote IPSec router. The second phase uses the IKE SA to securely establish an IPSec SA through which the ZyWALL and remote IPSec router can send data

between computers on the local network and remote network.

The USG can provide secure site-to-site access between remote locations and corporate resources through the Internet. Using IPSec VPN, companies can

secure connections to branch offices, partners and headquarters as the illustration below.

Server Farm
1 @« — )
< LUEN _
Email BI File OA, ERP System
Server System Share CRM System
. - |ED &
3 7l Web-based Application Server Remote Network
a Application (Inventory, Store...) Desktop Extend
D,

Site to site
IPSec VPN

e

Branch
Headquarters
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4.2 Configuration Guide

Network Conditions:

USG-50: ZyWALL-5 UTM:
- WANIP: 59.124.163.152 - WANIP: 10.59.1.50
- Local subnet: 192.168.50.0/24 - Local subnet: 192.168.5.0/24

IPSec VPN Conditions:

Phase 1: Phase 2:

- Authentication: 1234567890 - Encapsulation Mode: Tunnel

- Local/Peer ID type: IP 0.0.0.0 - Active Protocol: ESP

- Negotiation: Main mode - Encryption Algorithm: DES

- Encryption Algorithm: 3DES - Authentication Algorithm: SHA1
- Authentication Algorithm: MD5 - Perfect Forward Secrecy: None

- Key Group: DH1

Goal to achieve:
Build up the IPSec VPN tunnel between USG-50 and ZyWALL-5 UTM with the above configuration.

All contents copyright (c) 2010 ZyXEL Communications Corporation.
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ZLD configuration

Step 1. Click CONFIGURATION > VPN > IPSec VPN > VPN Gateway to open

the configuration screen.

Step 2. Click the Add button to add a VPN gateway rule.

CONFIGURATION
'T¥ Quick Setup

My address Secure Cateway VPN Cennection

10.59.1.50, 0.0.0.0 VPN-ZWS

VPN-client awant

Page [1  of1

0.0.0.0, 0.0.0.0 VPN_Client

Show|50 |+ |items Displaying 1-20f 2

- App Patrol

Step 3. To configure the VPN gateway rule, user needs to fill in:
- VPN gateway name
Gateway address; both local (My Address) and peer (Peer GW Address)
Authentication setting
B Pre-Shared Key
B |D Type setting (Local and Peer side)

Phase-1 setting
B Negotiation mode
B Encryption algorithm
B Authentication algorithm
B Key Group

ZyXEL - ZyWALL USG Support Notes

ZyNOS configuration

Step 1. Click SECURITY > VPN > VPN RULES (IKE) to open the configuration

screen.

Step 2. Click the Add button to add a gateway policy.

HOME

REGISTRATION

(VPN Rules (IKE) VPN Rules (Manual) Global Setting
 vPNRWbES

SA Monitor

Local

Step 3. To configure the gateway policy, user needs to fill in:
- Policy name
- Gateway information; both local (My ZyWALL) and peer (Remote GW)
- Authentication setting

B Pre-Shared Key

B D Type setting (Local and Peer side)
- Configure the IKE proposal

B Negotiation mode

B Encryption algorithm

B Authentication algorithm

B Key Group
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=

General Settings
Enable
WPN Gateway Mame:

Gateway Settings

My Address
@ Interface

@) Domain Mame [ IP

Peer Gateway Address
@) Static Address

) Dynamic Address

@ Pre-Shared Key
() Certificate
Local ID Type:

Content:

Phase 1 Settings
SA Life Time:
Megotiation Mode:
Proposal

Key Group:
MAT Traversal
Dead Peer Detection (DPD)

Extended Authentication
Enable Extended Authentication
@ Server Mode
) Client Mode
User Mamne;

Password:

.

I|war‘|2 H Static — 59,124,163, 152/255, 255,255,224 I

Primary 10.59.1.50
Secondary 0.0.0.0

| 1234567830 |
[deFault || (see by certicates)
ks bl

(o0- ot s

[Mein I

©add ZEdit T Remove

" #  Encryption

VPN - GATEWAY POLICY - EDIT

Gateway Policy Information

Authentication Key

Extended Authentication

IKE Proposal

Associated Network Policies

Name

234567880
auto_generated_self_signed_cert +

Remote Network

Local Network
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Step 4. Click CONFIGURATION > VPN > IPSec VPN > VPN Connection to open | Step 4. Go back to the previous page to see the newly created IKE rule. Click

the configuration screen to configure the phase-2 rule. the Add button to add a Network policy.

Step 5. Click the Add button to add a rule.

VPN Rules iIKEi VPN Rules {Manual) SA Monitor Global Setting
VPN Rules

VPN Gateway

conFIGuRATION

¥ Quick Setup ) Local * Internet - Remote °
Global Setting FIREWALL _ Network L % s e ) — - Network
Use Policy Route to contral dynamic IPSec rules 1DP — ‘_)-"-/ - 4 St ‘_)‘_h—/

["] Ignore "Don't Fragment” setting in packet header [ ANTI-VIRUS

Configuration

# VPN Rules

S USG-50 €310.59.1.50 259.124.163.152 B i RE

@ ndd o @ Y
2 1% VPN_Client VPH-client TUNNEL DES/SHA1 1!
et o e e Step 5. To configure the network policy, user needs to fill in:
- Policy name
Step 6. To configure the phase-2 rule, user needs to fill in: - The gateway ruleitis applied to
- VPN connection name - Tunnel policy for
- VPN gateway selection B Local network side
- Policy for B Remote network side
B Local network side - Configure the IPSec proposal
B Remote network side B Encapsulation mode
- Phase-2 settings B Active protocol
B Active protocol B Encryption algorithm
Encapsulation mode B Authentication algorithm
Encryption algorithm B Perfect Forward Secrecy

|
|
B Authentication algorithm
|

Perfect Forward Secrecy
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[=]Hide Advanced Settings (i5]Create new Object»

General Settings
Enable
Connection Name:
Nailed-Up
Enable Replay Detectian
Enable NetBIOS broadeast over IPSec

| ver-zwis |

VPN Gateway
Application Scenario
() Site-to-site with Dynamic Peer
() Remote Access (Server Role)
C) Remote Access (Client Role)

VPN Gateway: |zvs [ wan210.59.1500.0.0.0 |
Manual Key
@ Manual Key
My Address: l:l

Secure Gateway Address:

SPL: |:| (256 - 4095)

Encapsulation Mode:

Palicy
Local policy: LAM1_SUBNET ™ | INTERFACE SUBNET, 192, 168.50.0/24
—— s | s, o

Palicy Enforcement

Phase 2 Settings
SA Life Time: (180 - 3000000 Seconds)
Active Protocol: ESP h’-
S— T R—
Propaszl ©add SZEdt i Remove
1 DES SHA1
Perfect Forward Secrecy (FFS): none E
-

VPN - NETWORK POLICY - EDIT

|

|
I
I

Gateway Policy Information
o

Virtual Address Mapping Rule:
o
Port Forwarding Rules
One-to-One
o
o

0
0

Local Network

L Subnet Address ¥ |

Remote Network

R

IPSec Proposal
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Step 6. After saving the network policy, user can see the IPSec VPN
configuration is complete. Click the Connect button to enable the VPN

Connectivity Check
Enable Connectivity Check [0
Check Method: v tunnel.
Check Period: (5-30 Seconds)
Check Timeout: (1-10 Seconds)
VPN
Check Fail Tolerance: (1-10} ) !
VPN Rules (Manual) SA Monitor Global Setting

Check This Address Domain Name or IP Address TS

© Check the First and Last IP Address in the Remote Policy

Log

Internet
VPN Tunnel

Inbound/Outbound traffic NAT
Outbound Traffic
Source NAT

Source:

Destination:
SNAT: v
Step 7. After the VPN tunnel is established, user can find the SA information

Inbound Traffic
on SECURITY > VPN > SA Monitor.

Source NAT
Source:
- VPN

SNAT: R VPN Rules (IKE) VPN Rules (Manual)

Destination:
Destination MAT Security Associations Table

@ Add SZEdic §f Remove g Move

# Original P Mapped/P  Protocol  Original . Original... Mapped... Mapped..

[4 4 | Pageofll bkl IShow'rten's Mo data to display

# Name Local Network Remote Network  Encapsulation IPSec Algorithm
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Step 7. After setting the rule, user can select the rule and click the Connect
button to establish the VPN link. Once the tunnel is established, a connected

icon will be displayedin front of the rule.

M [

Global Setting

Use Policy Route to control dynamic IPSec rules
[] 1gnore "Don't Fragment” setting in packet header E

Configuration
(@ Add [JfEdit [if Remove [ Activate (3 Inactivatg 4, Disconnect [§ Object Reference
# Status Mame VPN Gateway Encapsulation  Algerithm Policy
2 Q @ “WPN_Client WPN-client TUNNEL DES/SHA1
4 4 |Page |1 of 1| b Pkl | Show|50 | |items Displaying 1 -2 of 2

Step 8. When the VPN tunnel is established, user can find the SA information
on MONITOR > VPN MONITOR > IPSec.

MOHITOR 1PSec

Ve
P
¥ Nama = Ercapsulabon Policy Adgrrihen Lip Tir Tirrseonsd b bl A
— s— s—
Il WIS Tyl 1ﬂ1'LB 500 sspides’s res ] ZTEE0 1] bﬂ_ll:- o wl | |
i Page 1 ofi Pl Chow ¥ v bems Depleing L <1 o 1
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Scenario 5 — Secure client-to-site connections using IPSec VPN

5.1 Application Scenario

The ZyWALL USG Series can provide secure access between remote locations and corporate resources through the Internet for organizations of any size. Using

IPSec VPN, companies can secure connections to branch offices, partners and headquarters.

Road warriors and telecommuters can use SSL or L2TP VPN to safely access the company network without having to install VPN software. ZyWALL USG Series

provides a flexible and easy way to enable mobile employees, vendors and partners to confidentially access your network resource for better efficiency.

Server Farm

) (lef (G B2

Client Email BI File OA, ERP System
Server System Share CRM System

Mobile User _ g
n D @) ©
j/ Web-based Application Server Remote Network
a Application (Inventory, Store..) Desktop Extend

Headquarters
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5.2 Configuration Guide

Network Conditions:

USG-50:

WAN [P: 10.59.1.39
Local subnet: 192.168.50.0/24

IPSec VPN Conditions:

Phase 1:

Authentication: 1234567890
Local/Peer ID type: IP 0.0.0.0
Negotiation: Main mode
Encryption Algorithm: 3DES
Authentication Algorithm: MD5
Key Group: DH1

Goal to achieve:

ZyWALL-5 UTM:

WAN [P: 10.59.1.50
Local subnet: 192.168.5.0/24

Phase 2:

Encapsulation Mode: Tunnel
Active Protocol: ESP

Encryption Algorithm: DES
Authentication Algorithm: SHA1

Perfect Forward Secrecy: None

ZyXEL - ZyWALL USG Support Notes

Build up an IPSec VPN tunnel for mobile user’s dynamic access to USG-50 or ZyWALL-5 UTM with the above configuration.
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ZLD configuration

Step 1. Click CONFIGURATION > VPN > IPSec VPN > VPN Gateway to open

the configuration screen.

Step 2. Click the Add button to add a VPN gateway rule.

CONFIGURATION
'T¥ Quick Setup

My address Secure Cateway VPN Cennection

10.59.1.50, 0.0.0.0 VPN-ZWS
VPN-client awanl

Page [1  of1

0.0.0.0, 0.0.0.0 VPN_Client

Show|50 |+ |items Displaying 1-20f 2

- App Patrol

Step 3. To configure the VPN gateway rule, user needs to fill in:

- VPN gateway name

Gateway address; both local (My Address) and peer (Dynamic Address)

Authentication setting
B Pre-Shared Key
B |D Type setting (Local and Peer side)

Phase-1 setting
B Negotiation mode
B Encryption algorithm
B Authentication algorithm
B Key Group

ZyXEL - ZyWALL USG Support Notes

ZyNOS configuration

Step 1. Click SECURITY > VPN > VPN RULES (IKE) to open the configuration

screen.

Step 2. Click the Add button to add a gateway policy.

HOME

REGISTRATION

(VPN Rules (IKE) VPN Rules (Manual) Global Setting
 vPNRWbES

SA Monitor

Local

Step 3. To configure the gateway policy, user needs to fill in:
- Policy name
- Gateway information; both local (My ZyWALL) and peer (“0.0.0.0” for
dynamic access)
- Authentication setting
B Pre-Shared Key
B D Type setting (Local and Peer side)
- Configure the IKE proposal
B Negotiation mode
B Encryption algorithm
B Authentication algorithm
B Key Group
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[= Hide Advanced Settings

General Settings
Enable

WPN Gateway MName:

Gateway Settings

My Address
@ Interface

) Domain Mame [ IP

Peer Gateway Address
@) Static Address

Authenticati

@ Pre-Shared Key
D) Certificate
Local ID Type:

Content:

Phase 1 Settings
SA Life Time:
Megotiation Made:
Froposal

Key Group:
MAT Traversal
Dead Peer Detection (DFD)

Extended Authentication

Enable Extended Authentication
@ Server Mode

@ Client Mode

User Mame:

Password:

[ vni-ciient

I wanl hv. DHCP dient -- 10.59.1.61,/255.255.255.0 I

Primary 0.0.0.0
Secondary 0,0.0.0

| 1234567530 |

|deFauIt |V| (See My Certificates)

C -

(80500000 scar)
©Add SZEdic Jif Remove
# Emm' -
1 3DES MD5

HDHl

<

defait M

]
]

VPN - GATEWAY POLICY - EDIT

Gateway Policy Information

Authentication Key

O
(]

auto_generated_self signed_cert =

Extended Authentication

IKE Proposal

Associated Network Policies
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Step 4. Click CONFIGURATION > VPN > IPSec VPN > VPN Connection to open | Step 4. Go back to the previous page, to see the newly created IKE rule with

the configuration screen to configure the phase-2 rule. the destination Dynamic. Click the Add button to add a Network policy.

Step 5. Click Add button to add a rule.

VPN Rules (IKE) VPN Rules (M 1) SA Monitor Global Setting
VPN Rules
CONFIGURATION VPN Gateway
‘" Quick Setup 7
Global Setting Local * Internet Remote °
[¥] Use Palicy Route to control dynamic IPSec rules . Network — VBN M . Network
["] Ignore "Don't Fragment” setting in packet header [ ____,J‘)h/ ‘-—'J‘H
Configuration
@add . | & @ ]
# Status Name VPN Gateway Encapsulation  Algerithm Policy VPN Rules
T Qe veNzas S TUHNEL DESISHAT USG-50 €:,2110.59.1.50 €5,2159.124.163.152 Edli]|
2 Q% VPN_Client VPN-client TUNNEL DES/SHA1 als
Page ll_ of1| F Pl | Show 50 |+ items Displaying 1-2of 2 VEN_Client @10'59'1'50 @D‘(nﬁmic g ﬁ
Step 6. To configure the phase-2 rule, user needs to fill in: Step 5. To configure the network policy, user needs to fill in:
- VPN connection name - Policy name
- VPN gateway selection - The gateway ruleitis applied to
- Policy for - Tunnel policy for
B Local network side B Local network side
B Remote network side B Remote network side; “0.0.0.0” means for dynamic access
- Phase-2 setting - Configure the IPSec proposal
B Active protocol B Encapsulation mode

Encapsulation mode Active protocol

Encryption algorithm Encryption algorithm

| |
| |
B Authentication algorithm B Authentication algorithm
| |

Perfect Forward Secrecy Perfect Forward Secrecy
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VPN - NETWORK POLICY - EDIT

=/ Fiide Advanced Seffings [i=)Create new Object~

General Settings

Property
Enable 4
Connection Mame: I‘ WPN_Client I
Naied-Up

Enable Replay Detection
Enable NetBIOS broadcast over IPSec

VPN Gateway
Application Scenario
© Site-to-site Gateway Policy Information
-to-si
) Site-to-site with Dynamic Peer e

| @ Rremot= Access (server role) |
@) Remote Access (Client Role)
VPN Gateway: I'J"PN-dent H wan10.0.0.0 0.0.0.0 I
Manual Key
@ Manual Key
Ity Address:

Virtual Address Mapping Rule:

|

Secure Gateway Address:

SPL: l:l (256 - 4095)

Active Prokacol:

Local Network

A

Encryption Algorithm:

i a

Authentication Algarithm:

Encryption Key:

Authentication Key:

EE
T |(m||lw
|:|Hi |

Remote Network
Local policy: JLana_susner H INTERFACE SUBNET, 132. 168.50.0/24 |

Policy Enforcement

Phase 2 Settings
IPSec Proposal

SA Life Time: {180 - 3000000 Seconds)
Active Protocol: E 5
Encapsulation: Tunnel ;
Proposal Q@ Add ZEdit T Remove

DES SHA1T
Perfect Forward Secrecy (PFS): none ;
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Connectivity Check

[C] Enable Connectivity Check [0

Inbound/Outbound traffic NAT
Outbound Traffic
[7] Source NAT

Inbound Traffic
[7] Source NAT

[7] Destination NAT
@ Add ZEdt W =
# |0n’ginal P ‘MappedIF’ Protocol

4 4 Pageofl o

Original ...

Show|50 | w |items

Original ..

Mapped ...

Mapped ...
Mo data to display

Step 6. After setting up the network policy, user can see the IPSec VPN
configuration is complete. Note that the destination is Any.

VPN Rules i]](.Ei VPN Rules (Manual) SA Monitor Global Setting

3

¥ ’ ) ¥ y
Local Internet Remote
.__ Network ‘% VPN funnal ‘_‘:—‘Q— \Ni‘ﬂ:y

5y 10.59.1.50
€5 72110.59.1.50

CBJ 192.168.5.0 /
255.255.255.0

©5,59.124.163.152
£ Dynamic
LB Any

WPN_Client

¥ Mobile_User

Step 7. Start the ZyXEL IPSec VPN Client. Fill in the Phase-1 configuration.

Z aLL IPSec VPR Client — =] x]

Eile %PM Configuration
L,I

Wieww Tools 7

ZyXEL

Phase1 (Authentic

MNamef W EUT M

% Conszole

g8F  Parameters

2%  Connections Interfacel 192.162.1.100

EI@ ook Femote Gatevwapf10.59.1.50
=55 usaEsn
Y Tunnell _z_ 114 & Preshared Key | xxxxxxxxxx
LT
(= Tunnel_z_Zw! Canfirm: |
i Certificate Certificate Management. . I
— IKE
E herption Advanced Settings .. I

Authentication

K.ey Group

< | | »

= |wPM ready

Save & Apply I

Tunnel -]
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Step 7. Start the ZyXEL IPSec VPN Client. Fill in the Phase-1 configuration.
Note that the USG series does not support the “Config Mode” in phase-1

advanced setting, thus users must avoid selecting it when performing
configuration.

Wiew Tools 7

File ¥PM Configuration

ZyXEL

Phase1 (Authenticati

}%}, Congole
88  Parameters Narmefl U5 G50
E.E. Connections Interfacef192.165.1.100 ;I
Elfg- Root Remaote Gatewapf10.59.1.39
=5 e

Loefey Tunnell_2_ 119

;  Preshared Kep
B 25 ZWSUTM

Canfirm:

= Certificate Certificate Managemesnt. .. I

—IKE

E nerpption Advanced Settings ... I

Authentication

K.ey Group

a| | »

Sawve & Apply I

|g |"-.-"F'N ready Tunnel L=}

Step 8. Configure the phase-2 parameters.

YWiew Toals =

File WPM Configuration

ZyXEL

Phase2 (IPSec Confic

428 Console

g8F  Parameters M arne '-I'unnel_2_leTM

E.E. Connections WPM Client address 192 . 168 . 1 . 100
El--£=) Roat Address type BSubnet address -

F-ZF Usaso
=25 2wsuTm

Feroaote LAMN address 192 . 168 . &

R Tunne|_: Subnet Mask o255 | 255 . 255

—ESP
E . P2 Advanced... I
ncrepkion
Authentication Scripks I
M ode
I FFs Group INone VI Open Tunnel I

< | | >

Save & Apply I

|g |"-.-"F'N ready Tunnel L-/)
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Step 9. Because it is a dynamic rule, user MUST enable it from the VPN

client. Click Open Tunnel to enable it. The icon will change to green if
established successfully.

Step 8. Configure the phase-2 parameters.

B zywaLL s ven e

=T

File MPM Configuraktion Wiew Tools 7

=]

A t

— =] ><]
FEil= YPM Configuration Wiews  Tools i
Phase2 (IPSec Confi
2 Comsoe ZyXEL
88 Parameters Mame | Tunnel_2 USG50 FIB Console PhaseZ (IPSec Config
Z%  Connections WPM Client address ff 192 . 163 . 1 100 5k Farameters Mams [Tunnel 2 Zw/SUTH
£% Connections “WPM Client address | 192 . 168 . 1 . 100
- R.ook Address tvpe § Subnet add I
= % DDUSGSD ubnet address hl = T Root #ddress tvpe [Subnet address ~1
A Remate LAM address f 192 . 168 . 50 ] =SS tsesn Fomote LAM address | 192 . 168 . &
Subnet b ask B 5% ZwsUuTM Subret kask See . Ze5 . o5
Hhne == 255 . =255 . 25h 0 Leimy Tunnel_2 Zw I
— ESP
rEsP E ncpption DES - P2 Advanced. I
E . P2 &dvanced.. | - -
ncryphion Authentication ISHA-1 vI Script=s I
Authentication Scripks Hecko IT“""E' =1
Blede I~ FFs Group INone vI | | Close Tunnel H |
1
- | | > Save & Apply I
™ PFs Group INDne VI Open Tunnel =
= |+PN Tunnel cpened [ 4 T unnel G)
4 I Save & Apply I
[= |vPH ready Tunnel &
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Step 9. Because it is a dynamic rule, user MUST enable it from the VPN
client. Click Open Tunnel to enable it. The icon will change to green if
established successfully.

= ALL IPSec WPM Client — =]

Fil= %PM Configuration Wiew Tools 7

> xer =

% Console Phase2 {Ipsec Co

=] Parameters MHame ITunneH _2_UsGs0
?9 Connections WPHM Client address I 192 0 12 01 . 100
Elg F.ook Address tepe ISubnet address vI

=55 usaso
T T & Tunnell_z U4 Femote LAk address | 192 0 168 . 50

1 S5 zwsUTM Subret Mask [T 285 _ 85 _ 255
e D Tunnel _Z_Zw!

—ESP

E ncryption DES - P2 Adwvanced... I

Authentication ISHA-1 vl Scripks I
b ode Im

I PFS Giroup INDne ;I | | Close Tunnel ]

- | | » Sawve & Aapply I

—
| = |"-.-"F'N Tunnel opened ( T unnel =] )

Step 10. When the VPN tunnel is established, user can find the SA
information on MONITOR > VPN MONITOR > IPSec.

moniToR e

Ll e Sty b aEum

Pap

Policy | dmarch

e s

I in Gt Tww vhD 1 0T eapdesnRal 4l T Tudd el G0d Byles

i et ofLl F Bpw 20w dEws Doaplarying L= Laf 1
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Scenario 6 — Deploying SSL VPN for Tele-workers to Access Company Resources (USG 50

only)

6.1 Application Scenario

Tele-workers who work out of the office sometimes need to access company resources by a secured way. While building an IPSec tunnel to the company
gateway is an option, the Windows VPN client configuration is too complicated, and for an easier way to configure IPSec VPN, it requires installation of
additional IPSec VPN client software. The USG ZyWALL provides an SSL VPN function, which enables teleworkers to access company resources through a
secured VPN tunnel with little effort. All they need on their PC is a browser. Besides, in SSL VPN, the network administrator can define different access rules to

allow different users to access different company resources.

For example, the network administrator can set up an SSL VPN rule to allow administrator Tom remotely control company servers by RDP or VNC through SSL
VPN tunnel. He can also set up an SSL VPN Full tunnel rule to allow sales Chris to remotely access company file-share resources to conduct his important daily

job.

Tom

Tele—admin :g \ EAnL
4 C

> 4

]7 BN
Internet _

Fileshare

—
Sales S
Chris VNC Application

Full tunnel

NOTE: USG 50 supports RDP, VNC, WEB link application and SSL VPN full tunnel, but doesn’t support SSL VPN file-share and OWA applications so far. If the

remote clients want to use file-share and OWA through SSL VPN, they can use SSL VPN full tunnel mode (Security Extender) as a workaround.
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6.2 Configuration Guide

Network Conditions:

- WANIP: 172.25.27.62

- LAN subnet: 192.168.1.0/24
- VNCserver IP: 192.168.1.5

Goals to achieve:

1) Tom in tele-admin group can VNC to the internal server 192.168.1.5 by SSL VPN application.

2) Chrisinsales group can access company fileshare resources in the LAN subnet through SSL VPN full tunnel.
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ZLD configuration

Step 1. Create two local user accounts for Tom and Chris on USG50.

Go to Configuration > Object > User/Group, add two local user accounts for

Tom and Chris:

=2 Add A User

User Configuration
User Mame:
User Type:
Password:
Retype:
Description:
Authentication Timeout Settings
Lease Time:

Reauthentication Time:

=) Add A User

User Configuration
User Mame:
User Type:
Password:
Retype:
Description:
Authentication Timeout Settings
Lease Time:

Reauthentication Time:

Tom

user e
Ll L L 2L}

Ll L L 2L}

Local User
@ Use Default Settings () Use Manual Settings
1440 minutes

1440 minutes

Cancel

]

Chris
user ™
L L L LT L]
L L L LT L]
Local User
@ Use Default Settings (D) Use Manual Settings
1440 minutes

1440 minutes

ZyXEL - ZyWALL USG Support Notes

ZyNOS configuration

ZyNOS ZyWALL does not support SSL VPN.
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Step 2. Go to Configuration > Object > Address. Add an IP address pool for
the SSL VPN full tunnel mode access (Security Extender).

o) Add Address Rule ERIES
Tarne: 33L_Ponl
Address Type: RAMNGE -
Starting IP Address: 10.0.0.1
End IP Address: 10.0.0,10
“
oK ] l Cancel

Step3. Go to Configuration > Object > SSL Application. Create an SSL

application object for the VNC server.

(2 Add ssL Application ?|[%

[ show Advanced Settings (15] Create new Object +

Object

Type: Web Application 7

Web Application

Server Type: VMC 7
Mame: VMC_server
server Address(es): User Defined v 192.168.15 (IP or FQDN)
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Step4. Go to Configuration > VPN > SSL VPN. Add an SSL VPN rule for Tom to
access.
- Allow the user “Tom” to access this rule.

- Add the VNC application to SSL Application.

() Add Access Policy ?ix
[15] Create new Object
Configuration -~

Enable Policy i

Mame: For_Tom

Description: Mew Create (Optional)

[] Clean browser cache when user logs out [

User/Group
Selectable User/Group Objects Selected User/Group Objects
admin - === Object ===
Idap-users
dl-? il Tom |
radius-users - 3
ad-users
Chris I
Endpoint Security (EPS)
[C] Enable EPS Checking
[] Periodical checking time 1 (1-1440 minutes)
Selectable EPS Objects Selected EPS Objects
Endpoint needs to match at least one EPS object.
SEL Application List (Qptional)
Selectable Application Objects Selected Application Objects
VMC_server

[ ok || concel |
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Step5. Go to Configuration > VPN > SSL VPN. Add an SSL VPN rule for Chris to
access.

- Allow the user “Chris” to access this rule.

- Enable Network Extension, assign the address pool for SSL VPN clients,

and select the USG internal network to allow SSL VPN clients to access.

.@' Add Access Policy

L] Create new Object ~

| »

Configuration

Enable Policy
Mame: For_Chris
Description: Mew Create (Cptional)

[T] Clean browser cache when user logs out [

User/Group

Selectable User/Group Objects Selected User/Group Objects
aamin - === Object ===

mn

Idap-users Chris

radius-users ‘

ad-users

Tom -

Encpaint Security (EPS)

Netwerk Extension (Optional)

Enable Metwork Extension
Assign IP Pool: 55L_Poaol ™ RAMGE 1000.0.1-10.0.0.10

DMNS Server 1: none 4

DMNS Server 2: none 4

WIMNS Server 1: none —

m

WIMNS Server 2 none —

Metwork List
Selectable Address Objects Selected Address Objects
DMZ1_SUBMET il LAMI1_SUBMET
CMZ2_SUBMET |
TWIZ_VPT_LOLAL T

WIE_VPMN_REMOTE

[
£

mananer 19
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Check the created policies as below:

Access Policy Summary
o Add fﬁ Edit . Remove @ Activate @ Inactivate M Move Object Reference
ﬂ Status | Name ‘ User/Group Access Policy Summary
1@ For_Chris Chris
2 @ For_Tom Tom aVNC_server
4 4 lpage 1 oft| b bl |Show[sn |v|items Displaying 1- 2 of 2

Scenario Verification

a. Login with user “Tom”:
Open the USG login page. Make sure Java is installed and enabled in your

browser. Use user “Tom” to log into SSL VPN.

NOTE: To use the SSL VPN RDP application, user must use IE.
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SSL VPN is established. You can see the VNC server on the VPN portal.

44

Application

Application
# | Type Name
I 1 V2 vyne VNC_server I
Page 1 of 1 > ¥l | Show|50 |wv  items

User can just click on the VNC application and access the VNC server.

J-xo:f:\ﬂilc_sentu—_ x-I-:-l

Disconnect I Cptions I Clipboard I Record I Send Cirl-Alt-Del I Refresh

VNC Authentication

Password: | Ok |

Input the correct password for VNC login, and click OK, the VNC connection

will be established.
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b. Login with user “Chris”:
Open the USG login page. Make sure Java is installed and enabled in your

browser. Use user “Chris” to log into SSL VPN.

ZyXEL
ZyWALL USG 1000

[Login ] [[sse ven |

2. Turn off Popup Window Blocking in your web browser.
3. Turn on Java Runtime Environment (JRE) in your web browser.

Full tunnel SSL VPN (Security Extender) will be established.

Application

Application

Llwpg— ‘8 ZyWALL SecuExiender Status 3]

4 4 |Ppags of 1|+ | | Connection Statu
SecuEstender P Address: 10,007
DIHS Server 1 nnnn
DS Server 2 noono
wIHS Server 1 noono
WINS Server 2 noono
Ntk 1: 192.168.1.0/255 255 255.0
Mtk 2 Mot configured
Netwerk 3 Mot canfigured
[T— Mt configured
At

Cornection Time annTa7

Transmitted 5,635 Bytes 56 Packsts
Fisceived 0 Bytss 0 Packets
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You can check the client’s routing table after the full tunnel is established.

and Settin tratoriroute print

MS TCP Loopback interface
Realtek RTLE169-8118 Family Gigabhit Ethernet H

...88 1h V8 86 bt 89
— Packet Scheduler Miniport

840804 a8 53 45

Active HRHoutes:
Metwork Destination
a.8.8.8
g.8.8.8
18.8.8.1
i@._255.255.255
127.8.8.8
172.28.8.8
172.23.8.8
172.25.8.8
172.25.5.8
172.25.27.8
172.25.27.35
172 .25_255.255
192.168.1.8
192 168 .200.1
224.8.8.8
224.8.0.8
255.255.255.2585

B0 B8 88

Metmask

a.8.8.8

g.8.8.8
255.255.255.255
255.255.255.255
255.8.8.8
255.255.8.8
255.255.8.8
255.255.8.8
255.255.255.8
255.255.255.8
255.255.255.2585
255 .255 255,255
255.255.255.8
255 .255_.255_255
248.8.4.8
240.8.0.8
255.255.255.2585

Gateway
172.25.27.252
172 _.25.27.254

127.8.8.1
ig.8.8.1
127.8.8.1
172 _.25.27.254
172.25.27.254
172 _.25.27.254
172 .25.27.254
172.25.27.35
127.8.8.1
172.25.27.35
192.168.200.1
i8.8.8.1
18.8.8.1
172.25.27.35
18.8.8.1

UAN <{PPP-SLIP> Interface

Interface
172.25.27.35
172 .25.27._35

127.8.8.1

iA.8.8.1
127.8.8.1
172 .25.27._35
172.25.27.35
172 .25.27._35
172.25.27.35
172 .25.27._35
127.8.8.1
172 .25.27_35
18.9.8.1
I s
18.9.8.1
172 .25.27_35
18.9.8.1

The client can access the LAN resources by their private IP’s as if he were in
the same local network with the LAN hosts. In this example, the user can

access the file share server in USG LAN subnet.

File Edit  ‘iew Favorites Tools  Help 7

Oﬁa(k - = F P [F=E]-

Network Tasks

Search Folders =) Folder Sync

~| B o

'j sales_share ‘J SharedDocs
= = =

Add a netwark place
Wiews network connections
Set up a home or small
office netwark:

Set up a wireless network
Far a hame or small office

Wiews workgroup computers

& (- OBK

Show icons For networked
UPMP devices
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Scenario 7 — Reserving Highest Bandwidth Management Priority for VoIP Traffic

7.1 Application Scenario

In an enterprise network, there are various types of traffic. But the company Internet connection bandwidth is limited to a specific value. All this traffic will
contend to use the limited bandwidth, which may result in some important traffic, for example, VolIP traffic getting slow or even starved. Therefore, intelligent
bandwidth management for improved productivity becomes a matter of high concern for network administrators. ZyXEL ZyWALL provides Bandwidth
Management (BWM) function to effectively manage bandwidth according to different flexible criteria.

VolIP traffic is quite sensitive to delay and jitter. Therefore, in an enterprise company, VolP traffic should usually be awarded the highest priority over all other

types of traffic.

VoIP traffic
Other traffic

VoIP traffic has highest
priority on both directions

e
—

=
Internet
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7.2 Configuration Guide

Network Conditions:

- WAN download bandwidth: 2M
- WAN upload bandwidth: 1M

Goal to achieve:

Make sure VolP traffic has the highest priority over all other traffic.

ZLD configuration ZyNOS configuration

<< ZyWALL USG50 configuration steps >> Step 1. Go to Advanced > ALG, enable SIP ALG.
(If you want to use BWM to manage VolP traffic, SIP ALG must be
Step 1. Go to Configuration > Network > ALG, enable SIP ALG. enabled.)
SIP Settings ALG
| [7] Enable SIP Transformations Enable FTP ALG

[] Enable H.323 &LS
| [4] Enable s1P &Lz |

SIP Media Inactiviy Timaaut ! 120 (seconds) SIP Timeout 3600 (seconds, O means no timeout)
SIP Signaling Inactivity Timeout ; 1800 ({seconds)
SIP Signaling Port ; -
Ot 2ot W
# Port =
1 S060
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Step 2. Go to Configuration > App Patrol > General, enable Application Patrol,
enable BWM and enable Highest Bandwidth Priority for SIP Traffic.

Enabling Highest Bandwidth Priority for SIP Traffic forces the device to give SIP
traffic the highest bandwidth priority. When this option is enabled the system
ignores the bandwidth management settings of all application patrol rules for SIP

traffic and does not record SIP traffic bandwidth usage statistics.

General I Carmman I I I Peer to Peer I YoIP I Skrearning I Cther _

General Settings

Enable Application Patroll

BWM Global Setting

(/| Enable BYM

Enable Highest Bandwidth Priority For STF Traffic | [

License
License Status: Licensed
License Type: Trial

Signature Information
Current Wersion: 2,258

Released Date: 2010-07-08 15:52:45
Update Signatures

NOTE: You need to register IDP/App Patrol license to use App Patrol.

ZyXEL - ZyWALL USG Support Notes
Step 2. Go to Advanced > BW Management > Summary.
Enable WANL1 interface. Since ISP upload speed is 1 Mbps, set WAN1
speed to 1000 kbps.
Choose Priority-Based Scheduler.
Enable LAN interface. Since ISP download speed is 2 Mbps, set LAN speed
to 2000 kbps.

Summary Class Setup Monitor

Bandwidth Management Setup

Bandwidth Manager manages the bandwidth of traffic flowing out of router on the specific interface. Bandwidth Manager can be switched on/off independently
for each interface,

| Class | Active | Speed (kbps [ Scheduler | Manimize Bandwidth Usage

O
WANZ O 100000 Falrness-Bassd ¥ O
| Lan 2000 Priority-Based v || ]
DMz "} 100000 Fairness-Based % ]
WLAN O 100000 Falrness-Based ¥ O

Step3. Go to Advanced > BW Management > Class Setup.
Add Sub-Class under interface WAN1 to manage upload traffic.

Summary | Class Setup Monitor
Class Tree Yiew
WANT v

Bandwidth Management: Active

= & Root Class: 1000 kbps

| ade Sub-class J|[ Edit | [ Delcte | [ Stalistics |

Enabled classes Search Order

Search N . . Destination . . Protocol

dsss|0 toclass|  |{class number).
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<< ZyWALL USG20/20W configuration steps >> Upload bandwidth budget: 300kbps.
Priority: 7.

Step 1. Go to Configuration > Network > ALG, enable SIP ALG. (Priority order: 7~1 — Highest ~ Lowest)
Enable Bandwidth Filter.

SIP Settings Service: SIP

Destination: Any

| Enable SIP Transformations

Enable Configure STP Inactivity Timeout Sou rce: LAN su bnet

SIP Media Inactivity Timeout : 120 (secands)

SIP Signaling Inactivity Timeout ; 1800 ({seconds)

SIP Signaling Port :

Class Configuration

Add Edit [
QL=

# pota |

1 SO0
Filter Configuration
Step 2. Go to Configuration > BWM, enable BWM. T

Single Address @
o . .0

o . . 0
CONFIGURATION B ————

BWM Global Setting Subnet Address | ¥

0
0
0|
192 . 188 . 1 . 0
i}
o |

Enable BWM

235 255 . 255

Configuration
= @ Add [ Edit [If Remove @ Activate @ Inactivate gNMove
+ NAT
. HTTP Redirect 8t | # ‘ Destin__ | Sched. . | User | Fram | To ‘ Source | Desti.. | DSCP Marking Ini__. - BWM In/Out/Pri
d.. 0 none any any any any any preserveipreserve  noinof?
Binding [4 4 |Page ofl| b M | Show‘ 50 |l‘items Displaying 1 - 1 of 1

Monitor

Class Tree ¥iew

[ sub-cines [ et | [ pette J[ statctics

Enabled classes Search Order

Destination
Port

Search
Order
1

Source IP Address Source Port

Class Name Service Destination 1P Address Pro[tﬂtﬂl
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Step3. Create a bandwidth management rule and configure Add Sub-Class under interface LAN to manage download traffic.
- Destination port 5060 for SIP application
- Configure the rule as from LAN1 to WAN

- Select the UDP protocol =

- Allocate 300kbps for both inbound/outbound bandwidths. - ; : e R —————

[T Create new
To guarantee voice quality, the bandwidth for VolIP traffic with should be
# - - at least 300Kbps in both download and upload directions.
Destination Port: sos0 | (0:anp) |
Schedule: _none = |
User; .m - |
pe— [T = [ Download bandwidth budget: 300kbps.
o L - Priority: 7. (Priority order: 7~1 — Highest ~ Lowest)
Destination: any ~ Enable Bandwidth Filter.
I - —a . Service: SIP
DSCP Marking Wbound Marking: | preserve | v
Outbound Marking: prassrve ¥ Destination: LAN subnet
Bandwidth Hanagement Wbound: | 300 Outbound: | 300 kbps (0
~ kbps disabled) Source: Any
Priority: 4 |
m Mpdrnize Bandwidtt Class Configuration
Usage
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Step4. Create a bandwidth management rule and configure
- Configure the rule as from WAN to LAN1

- Configure the rest identically to the above rule

“wh Pudd Policy 20
TlCreate new Objects

[¥] Enable
Destination Port: S060 (0 = any)
Schedube: none =
Liser: any b
From: WAN bt
To: LANL L
Source: any b
Destination: any “
Protocok LD -
DSCP Marking Inbound Marking:  presene s
Outhound Marking: preserve | ¥
Bandwidth Management Inbound: | 300 Outbound: | 300 b (0 1
kbps disabled)
Priority: ]
¥ Maamize Bandwidth
Usape
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Scenario 8 — Reserving Highest Bandwidth Management Priority for a Superior User and

Control Session per Host

8.1 Application Scenario

Among all the traffic in the company network, sometimes we need to assign higher priority to some superior users to keep their important work going on
smoothly. For example, the general manager needs to surf Internet smoothly to conduct his daily important work. Therefore, the network administrator
should use the bandwidth management function to prioritize the manager’s Internet traffic, and guarantee a minimum bandwidth for his traffic.

During the office hours, to prevent any user consuming too much of the company’s bandwidth, the network administrator should limit the number of sessions

each user may use.

Manager’ s traffic

e (Guarantee managers’ internet surfing
traffic has the highest priority and with a
specific quota of bandwidth

e Limit session per host

<
Internet

All contents copyright (c) 2010 ZyXEL Communications Corporation.




ZyXEL - ZyWALL USG Support Notes
8.2 Configuration Guide

Network Conditions:

- WAN download bandwidth: 2M
- WAN upload bandwidth: 1M
- Manager’s PCIP: 192.168.1.50

Goal to achieve:

Guarantee manager’s internet surfing traffic going smoothly. Limit each user’s session numbers to prevent any user from using up too many sessions.

ZLD configuration ZyNOS configuration

<< ZyWALL USG50 configuration steps >> Step 1. Go to ADVANCED > BW MGMT > Summary.

Enable BWM on WAN1. Set the speed to 1000kbps (upload bandwidth). Set
Step 1. Go to Configuration > Object > Address, add an address object for the | the scheduler to Priority-Based. Enable Maximize Bandwidth Usage.

manager. manager_|P: 192.168.1.50 Enable BWM on LAN. Set speed to 2000kbps (download bandwidth). Set the

scheduler to Priority-Based. Enable Maximize Bandwidth Usage.
ddress | navess recr |

Configuration

@ Add il

# Mame « Type Address

1 DMZ_SUBMET INTERFACE SUBMNET dmz-192.168 3 0024
2 LAN_SUBNET INTERFACE SUBMET lan1-192.165.1 0124
3 LANZ_SUBNET INTERFACE SUBNET lan2-192.165.2.0:24
4
5

100000
2000

S5L_Pool RANGE 10.0.01-10.00.10 100000

OnoEd

100000
manager_|P HOST 192168150

Page |1 |of1 Show 50 | ikems Displaying 1 - 5 of &

All contents copyright (c) 2010 ZyXEL Communications Corporation.




ZyXEL - ZyWALL USG Support Notes

Step 2. Go to Configuration > Object > Schedule. Add one recurring schedule Step 2. Go to ADVANCED > BW MGMT > Class Setup. Choose WAN1 to

object. configure upload bandwidth management. Add a Sub-Class.

One Time

@ ndd [ Edit T Remove Object Reference

# | Mame | Start DayTime Stop DayTime |

I 4 |Page of L)+ 0l | Show 50 v items Mo data to display
Recurring . .
—7 Bandwidth Budget: Allocate 100kbps for the manager’s http upload traffic.
| @ add ||ﬁ Edit Tl Remove Chject Reference

# | Mame | Start Time Stop Time: |

[0 4 Page [t |oft| b b| | show|sy v items W data to display

Priority: Assign the highest priority 7.

Enable Borrow bandwidth from parent class.
Enable Bandwidth Filter

Input Start Time and Stop Time, and choose the weekdays. )
Service: choose Custom

Destination Address: Any

() Add Schedule Recurring Rule 7 x]
. Destination Port: 80(HTTP)

— | Source Address: manager’s IP 192.168.1.50

Name

Source Port: Any
seyTime Protocol ID: 6(TCP)
Class Configuration

StopTime: 17:30 @
Weekly

Week Da}‘s: Mgnday Tuegday Wednagday Thursday Filter Configuration

Friday Saturday Sunday

192 . 165 .

o a o .0

[ ok J[ cancel ]
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Step3. Go to Configuration > App Patrol > General. Enable Application Patrol,
and enable BWM.

General Settings

Enable Application Patrol

BWM Global Setting

Enable B

[7] Enable Highest Bandwidth Priricy for 1P Traffic [

License
License Status: Licensed
License Type: Trial
Signature Information
Current Yersion: 2,258

Released Date:! 2010-07-06 15:52:45

Update Signatures

Step4. Configuration > App Patrol > Common. Edit the application “http”.

Configuration

17 Edit | @ Activate ) Inactivate

# Status | Service Default Access

1 @ blogger forwvard
2 @ hloglines forward
3 [ bubon forward
4 @ facebaok farward
5 W fickr forward
& [ forwvard
& W i forywvard
9 @ myspace farwvard
10 @ plurk forward
11 @ pop3 forwvard
12 @ rewen farward
13 7] stp forward
14 Q@ twiter farward
15 @ wretch forward
Page [1 | of 1 Show 50 v items Displaying 1 - 15 of 15

ZyXEL - ZyWALL USG Support Notes
Step3. Go to ADVANCED > BW MGMT > Class Setup. Choose LAN to

configure download bandwidth management. Add a Sub-Class.

Class Setup 1 Monitor

<l ]

Bandwidth Management: Active

E & Root Class: 2000 kbps

T e M FeeEE

Bandwidth Budget: Allocate 300kbps for the manager’s http download
traffic.

Priority: Assign the highest priority 7.

Enable Borrow bandwidth from parent class.
Enable Bandwidth Filter

Service: choose Custom

Destination Address: manager’s IP 192.168.1.50
Destination Port: Any

Source Address: Any

Source Port: 80(HTTP)

Protocol ID: 6(TCP)

Class Configuration

Class Mame Fittpr_ddonvnenloacd

Bandwidth Budget 300 (Kbpsl
Priority 7 (0-7)
Borrow bandwidth from parent class

Filter Configuration
Enable Bandwidth Filter
Service
Destination Address Type
Destination IP Address 192 . 1685 . 1 .50
Destination End Address / Subnet Mask . . .
Destination Fort Start |IJ | End |El
Source address Type Single Address W
Source IP Address a - - .o
Source End Address / Subnet Mask . . .
Source Port Start |50 | End a0
Protocol ID =1

All contents copyright (c) 2010 ZyXEL Communications Corporation.

M




Add a policy to manage the manager’s http traffic bandwidth.

Direction: from LAN to Any.

Source: manager_IP

Destination: any

Bandwidth Management: To guarantee the manager can surf internet
smoothly, we can assign a bandwidth of 300kbps for inbound traffic
(download), and assign a bandwidth of 100kbps for outbound traffic (upload).
For the definition of Inbound and Outbound, please refer to the App Patrol
BWM Direction NOTE below.

Set priority as the highest —1.

Enable Maximize Bandwidth Usage.

(5] Create new Object v

Enable Policy

Port: 0 (0:any)

Schedule: none e

User: any -t

From: LANL ~

To: any g

Source: manager_IP e

Destination: any e

Access: forward e ]

DSCP Marking Inbound Marking: | preserve | ¥
Cutbound Marking: | preserve R

Bandwidth Management Inbound: 300 kbps Qutbound: | 100 kbps (0:
Priority: 1 disabled)
Maximize Bandwidth =
Usage -

Leg no N

ok || cancel |

ZyXEL - ZyWALL USG Support Notes

Limit each user’s number of sessions

To prevent any user from consuming too many sessions, we can limit each
user’s sessions to a specific number. Go to ADVANCED > NAT > NAT
Overview. Set Max. Concurrent Sessions Per Host to 1000. Administrator can

adjust this value according to his real network environment.

NAT Overview Address Mapping Port Forwarding Port Triggering

Global Settings

Max. Concurrent Sessions 6000
IMax. Concurrent Sessions Per Host |1DDD I(Histurmal high since last startup: &)
WAN Cperation Mode Active/Fassive Fail Over

WAN 1

Enable NAT
Address Mapping Rules

© sua
O Full Featurs . |
| [ copytowanz |

Port Forwarding Rules

Paort Triggering Rules | | [ Capy to WAl 2 ]

WAN 2

Enable NAT
Address Mapping Rules

® sua

O Full Featurs . |
Port Farwarding Rules | | [ Copy to VAN 1 ]
Port Triggering Rules | | [ Copy to WAN 1 ]
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App Patrol BWM Direction NOTE

To use App Patrol to manage bandwidth correctly, users must understand the
direction Inbound and Outbound.

The direction Inbound and Outbound are determined with the traffic session
initiation direction as reference.

Inbound: From session responder to session initiator

Outbound: From session initiator to session responder.

Inbound traffic
Initiator - Responder
o sy -~
Session l'hlmr“""“??-‘.“7‘1 4
direction
Outbound traffic .
Outbound traffic
Responder L Initiator
LAN A
- — — — ‘,-"-‘ —————
" XA A " Session initiation
direction
Inbound traffic
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Limit each user’s session number

To prevent any user from using up too many sessions, we can limit each user’s
sessions to a specific number. Go to Configuration > Firewall > Session Limit.
Enable Session Limit, and set Default Session per Host to 1000. Administrator

can adjust this value according to his real network environment.

Firewall | Session Limit

General Settings
Enable Session Limit

Default Session per Host: (0-8192, Ois unlimited)

Rule Summary

& add i o :N
Status * User Address Description Limit

Page of 1 Show 500w ikems Mo data bo display
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<< ZyWALL USG20/20W configuration steps >>

Step 1. Go to Configuration > Object > Address, Add an address object for the

manager.

manager_IP: 192.168.1.50

Configuration

@ add . o

* Name « Type Address
1 DMZ_SUBNET IMTERFACE SUBMET dmz-192.168 3.0.24
2 LAN1_SUBNET IMTERFACE SUBNET lant-192.165.1.0i24
3 LANZ_SUBMNET INTERFACE SUBNET lan2-192 165 2 0524
4 SSL_Pool RANGE 10.0.01-100.0.10
5 manager_|P HOST 192.168.1.50

| Page ll_l of 1 | | show 50 | ikems

Displaying 1 - 5 of §

Step 2. Go to Configuration > Object > Schedule. Add one recurring schedule

object.

One Time
) add 1§

* Matne: Start DayiTime

Page UFI | Show 50w |items

Stop Day/Time:
Mo data to display
Recurring
L]
* Matne: Start Time: Stop Time

| [Page[t |of1 | Show 50|~ fitems

Mo data to display
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Input Start Time and Stop Time, and choose the weekdays.

.3 Add Schedule Recurring Rule

Configuration

Mame: office_hour
Day Time
StartTime: 08:30 ]
StopTime: 17:30 )
Weekly
Week Days: Monday Tuesday
Friday Saturday

Step3. Go to Configuration > BWM.

Add a policy to manage the manager’s http traffic bandwidth.

EC

il Bas
Wednesday Thursday
Sunday
[ ok |[ cancel |

BWHM Global Setting

Enable BV/M

Configuration

Je W @ § M

Stat... # Destinati... Schedule User From To

def.. 0 none any any any

4 4 F'ageofl ¥ Bl | Show|S0 |w items

Source Destinati... DSCP Marking InfOut WM In/C
any any preRerve/preserve no/noi7

Dis
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Destination Port: 80

Schedule: the recurring schedule object configured in step2.

Direction: from LAN1 to WAN.

Source: manager_IP

Destination: any

Protocol: TCP

Bandwidth Management: To guarantee the manager can surf internet
smoothly, we can assign a bandwidth of 300kbps for inbound traffic
(download), and assign a bandwidth of 100kbps for outbound traffic (upload).
Set priority as the highest 1.

Enable Maximize Bandwidth Usage.

) Add Policy 20X
{ii=)Create new Object
A
Enable
Destination Port: 30 @ any)
Schedule: office_hour =
User: any R
From: LAN1 R
To: WAN R
Source: manager_IP R |
Destination: any hd 1
Protocal: TCP w
DSCP Marking Inbound Marking: preserve v
Qutbound Marking: preserye v
Bandwidth Management Inbound: 300 kbps Outhound: 100 kbps (0 :
Priority: . disabled)
Maximize Bandwidth Usage
[l

QK ] [ Cancel ]
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Scenario 9 — Using ZyWALL to Control Popular P2P Applications (USG 50 only)

9.1 Application Scenario

Peer to Peer applications, with their massive numbers of concurrent sessions and fast traffic transmission speed, can consume much of a company’s limited
bandwidth. This will slow down other normal productive traffic speed and affect productivity, lowering company productivity profit. USG ZyWALL's Application
Patrol function can examine passing traffic in real time, detect traffic service type, and take corresponding actions according to the configuration in App Patrol.
For example, to improve network productivity efficiency, network administrator can set App Patrol to block P2P traffic in office hours, and limit its speed with

bandwidth management out of office hours.

Office hours block
P2P traffic

Limit P2P bandwidth
out of office hours
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9.2 Configuration Guide
Network Conditions:
- LANsubnet: 192.168.1.0/24

Goals to achieve:

1) Block P2P traffic during office hours (8:30~17:30)
2) Allow P2P traffic out of office hours but limit its bandwidth to 100kbps.

ZLD configuration ZyNOS configuration

Step 1. Go to Configuration > Object > Schedule, add a Recurring schedule Step 1. IDP Common Setting.
object for the office hours.
a. In IDP->General, check the Enable Intrusion Detection and Prevention

check box to enable IDP function.

© s 1 b. In Active option, check all the traffic to LAN, DMZ and WAN check boxes to
Page [1_ o 1 show 50 [tems waawdiy || hgve the IM/P2P traffic between LAN zone users and the remote users under
5 control.

# Mame Start Time Stop Time

c. Click the Apply button to save the above settings.

Page |1 |of L Show 50w items Mo data to display
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2 Add Schedule Recurring Rule =
Configuration General Signature Update Backup & Restore
rame: office_hour General Setup
Dray Time Enable Intrusion Detection and Prevention
StartTime: 08 30 = Turbo Card Installed
StopTime: 17:30 &
DM2 ¥YPN
WWeekhy
||
Week Drays: monday Tuesday wednesday Thursday
v v v
Friday [] saturday ] sunday L]
L]
[
[
[
[ L ] [ Lansel ] * Protected Traffic Direction

Step 2. Go to Configuration > App Patrol > General. First of all, please make
sure you have activated your IDP/App Patrol license.

Enable Application Patrol, and enable BWM. Step 2. Control Thunder application.

a. InIDP->Signature, click on Switch to query view to search for the
General I Common ] il l Peer ko Peer ] WoIP ] Skreaming ] Cither _ Specified Signatures and set them up Optiona”y.

General Settings

Enable Application Patrol

BWM Global Setting
Ceneral Signature Anomaly Update Backup & Restore

Attacl Type | —Select 2 Typa—

[¥] Enable B prors & o re—

[] Enable Highest Bandwidth Priority For SIP Traffic [

License
| License Stakus: Licensed
License Type: Trial

signature Information
Current Yersion: 2255

Released Date: 2010-07-06 15:52:45
Update Signatures
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Step3. Switch to Configuration > App Patrol > Peer to Peer. Edit the P2P b. Use the “Thunder” keyword to search for and list any signatures related to
services you need to control. In this example, we will edit the thunder “thunder”.

application.

General Signature Update Backup & Restora
. Query Signatures
Configuration
—l @'Signm&eamh ByNams + thunder I
[ Edt ) Acivate () Tnactivate O n e
¥ Stetus | Service a Default Access Hald"Ctel to make multiple salection on items in the fists:
1 @ s forwar s et
AccassControl Alert 1
2 ) bitoert farward A i N Mut ;
3 § clbhox forware BuffarQuarilow B i
4 ) edonkey forward
5 ez forward
Co e Signatures
3 ()  fastirack farward
7 G onutela forward
Severity ;
8 Q0 imesh forward | onlei Thunder BPLAVER DLL ActiveX sxploit 8009057 Madivm  BufferOvarflow
9 §  poco forward O i o 8800155  VeryLow PP "3,';‘; =
10 ) sousesk faraard ANC] 22P Thunder sser azent moded 8800232 VeryLow 2P ‘E ]
11 Q) teamviewer forware BIP Thunder resourcs query ZLOD  Tepilso == F{E-I Cl
I . S —— R
PP Thunder dns 8800235  VeryLow p2P E’EI ]
13 ) utrasurt forward o
P2P Thunder Ty to connect to clisnt size:03 8800386  VeryLow PP faifgl Il
| Page|l oft ¢ o) Show 5 v items Displaying 1 - 13 of 13 P2P Thunder Trv to connact to elisnt size:109 8300387 VaryLow P2p '@ ]
P2P Thunder TCP info data 8800393  VeryLow p2P F{E] ]
aZ
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Edit the default policy. Limit its bandwidth to 100kbps for both inbound and

outbound traffic. Assign the lowest priority —7 for it.

ZyXEL - ZyWALL USG Support Notes
c. [T staff can log all Thunder traffic by checking the Log check box and
blocking the Thunder packets by selecting Drop Packet in the Action field.

Also remember to check the Active check box to activate the signatures.

| &7 Edit thunder 7%
Service
Enable Service
Ceneral Signature Anomaly Update Backup & Restore
Service Identification Query Signatures
(0) SignatureSearch By Name | thunder
Mame: thunder C
() Signature Ssarch by Attribotes.
Classification: @ Auto @ Service Ports Hold "Cts! to maks nrltipls sslaction on items in the lists:
Savarity Typs Platform Activa Log Aert Action
" Sevara [ 7| |AccamControl [ | | Windows Activa Log Alert NoAction (2]
Policy High E‘ Backdoor Trojan. = Linu/Unix Tnactive NoLog No Alert Drop Packet |i|
Megivm | | BufferOvarflow Natvork devies Deop Session
_ _ L ~| |Dpos - - - = ~ | |Reset Sender  ~
@ add | 3 2N = -
Status # ~ | Port Schedule | User Frotm To Source Destinetion Access | DSCP Marking In BV IndOut/Pri |+ Log
| defau O noneE any any any any any foreard  preservelreser nonotT no
Page [1 | of1 Show 50 | [items Displaying 1 - 1 of 1 Severity  Type  Phatform  yogre @ pop @ g M Action
Hunlei Thendsr PPLAYVER DL ActiveX axploit 8009057 Medism  BuffarOverflow "L;‘ F1 Drop Packst
2P Thunder ser azent 8800155 Very Low PP 'Bmtf'n;] =] Drop Packst
P2P Thunder user acent modsl 8800232 VervLow i "(_35 O Drop Packet v
e e 8800149  VeryLow PP "[“E] ] Drop Packet v
P2P Thunder http request 3800142 VeryLow DIp "(_":'EI ] DropPackst
T Tt 8800235  VeryLow DI @ ] DropPacket
P2P Thunder Trv to connect to client size:93 8800386  VervLow PP "m@ O DropPackst v
P2P Thunder Trv to conneet to client size:108 8800387  VeryLow PIP "LL'EI =) Drop Packst
D2B Thunder TCD info dats 8800393 Very Low PP @ =] Drop Packst
D2B Thunder 5.7 6 data flow 8800233 Very Low PP 'l("fln;l =] Drop Packst
. v a P3P Thunder 5.7.6 UDP data flow 8800234  VeryLow P e [Fl Drop Packet =
() Edit Policy default 2 l% = i =
(L5] Create new Object
Arcess: forward —
DSCP Marking Inbound Marking: preserve W
Qutbound Marking: preserve w
Bandwidth Management Inbound: 100 Qutbound: | 100 kbps (0
kbps disabled)
Priority: 7
[ Maximize Bandwidth Usage
Log na W
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Add a policy to block thunder traffic during office hours. Step 3. IDP signature update. To keep the ZyWALL IDP engine performing at its
Schedule: Choose the object office_hour best, make sure the IDP signatures are kept updated (The update procedure
Session direction: from Any to Any can be done manually or automatically.)
Access: Reject

We can enable Log to check which user tries to violate the rule.

RECISTRATION General Signature aly [ Update ] Backup & Restore
) Add Policy EES
NETWORK =
i3] Create new Object -
2 WIRELESS = Cucrent Pattern Varsion: v2.559

7] Enable Poli -
nable Paliey ) Ralease Date: 2010-07-08 03:21:31
Fort: 1] (0 any)

Last Update: 2010-07-27 02:52:58
[schedute: office_hour ~

Current IDP Signatures: 2541
User: any ~
Fram: ary ~
To:

° any - Sarvics Status: Licenss Active

Source: any ~ .

Expiration Date: 2011-01-23
Diestination: any =

Synchroniza the TDP and Anti-Virss Signatura to tha latast version with the ontins update server.
IA((ESS: reject ~ I

Update Server: | myopdats zywall zyxel.com Update Now

C:SCP Marking

[ Auto Update

Bandwidth Managemsnt

Check the created policies. Make sure their order lists as below:
NOTE: You need to register an IDP license to use the IDP function.

1«7 Edit thunder 2 [

Service

Enable Service

Service Identification

MName: thunder
Classification: @ Auto ) Service Ports
Policy
@ Add | | o M
Statu! # « | Port Schedule User From To Source | Destinatii Access  DSCP Marking BWM In/Out/P Log
@ 1 ) aoffice_t any any any any any reject A [y log
defaL © none any any any any any forward preserve/prese 100/100/7 no
Page 1  ofl Show| 50 | |items Displaying 1 - 2 of 2

I oK ][ _cancel ]
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Scenario 10 — Deploying Content Filtering to Manage Employee Browsing Behavior

During their daily productive work for the company, working crew needs to surf the Internet to search for information to conduct their jobs. Browsing
websites that are irrelevant to work is a waste of human resources as well as a waste of company network resources. There're also some unsafe websites

which may contain phishing or malicious programs. These unsafe websites should also be avoided. So the network administrator needs to make policies to

prevent these undesirable types of browsing.

ZyXEL Content Filtering service, including its Safe Browsing service, is tailored to help network administrator to handle these requirements.

Scrutinizing the
website contents

8’ phishing

@ mShODDing

>~ .
I searching

i\ engine
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10.1 Introduction to ZSB (ZyXEL Safe Browsing)

ZSB stands for ZyXEL Safe Browsing.

As suggested by its name, this function enhances web browsing safety. With the Internet becoming more and more popular, an increasing number of threats
are injected into web pages. Some web pages may be phishing web sites where the visitors may be enticed to release their confidential information, other
web pages may contain malware intended to infect the visitor’s PC with viruses or even to corrupt the visitor’s PC. Additionally, some web pages may contain

spyware sources. ZSB has been added to ZyWALL to help protect users from such unsafe web sites.

10.2 Application Scenario
During office hours, the employees should dedicate their time to their jobs and be restricted from browsing websites irrelevant to their work. But the

manager should be able to access all websites without restriction at all times with the exception of unsafe websites. At other times outside of office hours, the

restrictions for employees can be removed. The employees may access all websites except for unsafe websites.

T manager
_',}.‘ .
~ 4

t[ l ‘ [ ‘! > ]
Scrutinizing according to :{z"# N A
schedule and user FLEY A
WIKIPEDIA
Ty Froe Eoyckpodia
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10.3 Configuration Guide

Network Conditions:

- LAN subnet: 192.168.1.0/24
- Manager IP: 192.168.1.50

Goals to achieve:

1) The manager can access all websites at any time.
2) During office hours, other employees should be restricted from accessing websites that are irrelevant to their work.

3) All employees may access any websites outside of office hours.

ZLD configuration ZyNOS configuration

Step 1. Go to Configuration> Object > User/Group. Add an address object for | Step 1. Go to SECURITY > CONTENT FILTER > General.
the manager’s IP.

First of all, please make sure Content Filter service is licensed.

e [ I - -\ ic Content Filter.

Configuration

Enable External Database Content Filtering and set the action for matched
@ Add

* Mame « Type Address Web pageS tO ”BlOCk and LOg”.

1 DhlZ_SUBKET INTERF ACE SUBNET dmz-192.165.3.0i24 . . . . . .

2 Lt SUBKET INTERF ACE SUBKET lant 452,161 0724 Enter the message to display when a website is blocked. E.g. “This website is
3 LANZ_SUBNET INTERF ACE SUBMNET lan2-192.165.2.0124

s sy RaoE 10001400010 restricted. Please contact administrator.”

a3

manager P HOST 192.166.1 .50

Page |1 |of 1 Show| 50 v items Displaying 1 - S of 5
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Step 2. Go to Configuration > Object > Schedule. Add a Recurring schedule
for office hours.

One Time

@ add [ Edt W Remove Ohiect Reference

# ‘ Maime: | Start DayiTime Stop DayiTime

H A \Pageofl\ Fobl Show|s0 v fitems

Recurring

Mo data bo display

Q@ add [ Edt W Remove Ohject Reference

Stop Time:
1 |0mce_hour 0930 1730

M 4 \Pageofl\ (] \Sh0w|50 t|items

¥ ‘ Name |Start Time

Displaying 1 - 1 of 1

Step 3. Go to Configuration > Anti-X > Content Filter > Filter Profile. Add a

profile.

Profile Management

(& Add Iﬁ et T Remove

# ‘ Fiter Prafile Name

44 \Pageuf1| b M \Showitems

Mo data to display

Cache
General Setup

L]

External Database Service General Setup

External Database Service License Status

Message to display when a site is blocked

This website is restricted. Please contact administrator

Step 2. Go to SECURITY > CONTENT FILTER > Policy.

Insert an access policy.

General

Resource Usage

Policy Summary

# Name Active

Group Address

Modify
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Add a profile which allows users to serf all websites. Add a policy to meet the requirement that during office hours, employees
should be prevented from accessing some websites, and that the manager

Enable Content Filter Category Service. (192.168.1.50) is not restricted.

Set action for Unsafe Web Pages to “Warn and Log”. Address Setup: Add two address ranges to Configured Address.
Set action for Managed Web Pages to “Pass”. 192.168.1.0~192.168.1.49

Set action for Unrated Web Pages to “Warn and Log”. 192.168.1.51~192.168.1.254

Set action When Category Server is Unavailable to “Warn and Log”.

Check all the unsafe categories, and leave all the managed categories as

General Setup

unchecked.
Restrict Web Features
Category Service ] Custom Service [] []
Address Setup
General Settings
. R R 192.168.1.0 - 192.168.1.49 T
License Status: Licensed : : : 1921681 511921681 264
License Type: Standard
MName: allow_all_websites
Enable Content Filter Category Service
Action for Unsafe Web Pages: Log
Action for Managed Web Pages: Log
Action for Unrated Web Pages: m Log
Action When Cat Server Is Unavailable: v ¥ L : H H H
fon When Category Server s Unavaiable: |wam || Wl teg Click the External icon to edit the external categories.
Select Categories
Select All Categories Clear All Categories Eenenal
u ries Resource Usage
I Phishing Spyware/Malware Sources Spyware Effects/Privacy Concerns I
Managed Categories Policy Summary
Adult/Mature Content Pornography Sex Education Name Active Group Address

192.166.1.0 - 1921661 .49 a
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Add a profile for employees to surf only allowed websites.

Enable Content Filter Category Service.

Set action for Unsafe Web Pages to “Warn and Log”.

Set action for Managed Web Pages to “Block and Log”.

Set action for Unrated Web Pages to “Warn and Log”.

Set action When Category Server is Unavailable to “Warn and Log”.
Check all the unsafe categories.

Check the managed categories that you don’t want employees to surf during

office hours.

A
General Settings
License Status: Licensed
License Type: Trial
Enable Content Filter Category Service
Action for Unsafe Web Pages: q Log
Action for Managed VWeb Pages: Log
Action for Unrated Web Pages: Lo
Log
Action When Category Server Is Unavailable: q
Select Categories
Select All Categories Clear all Categories
Unsafe Categories
Phishing [¥] spywareMalware Sources Spyware Effects/Privacy Concerns
Managed Categories
Adult/Mature Cantent [¥] Pormography Sex Education
Intimate Apparel/Swimsuit Mudity Ilegal {Questionable
Gambling [] vidlence HateRadsm Weapons
Abartion [¥] Hacking Arts/Entertainment
Business Economy [¥] alternative Spirituality /Occult [¥] tlegal Drugs
Education [¥] culturaljcharitable Organizations Financial Services
Brokerage,Trading [¥] online Games Government/Legal
Military [¥] PoliticaljActivist Groups Health
Computers/Internet Search Engines /Portals Job Search/Careers
—[7] NewsMedia [ Persnnalsiating [l Reference !

Activate the External Database Service. Select managed websites that you
want to prevent the employees from accessing during office hours.

External Database Service Configuration

Select Categories

<l =] == = E OO R EE ] E ] ] ]
<] [&] LI ] =] &S] R EPEF OSSR L

L]
[]

Test Web Site Attribute:

Test Against Local Cache
- = - )

Test Against Internet Server
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ZyXEL - ZyWALL USG Support Notes
Step 4. Switch to Configuration > Anti-X > Content Filter > General. Enable Click on the Schedule icon to edit the schedule.

Content Filter.

You can edit the Denied Access Message. Ceneral BN vicet ol
Resource Usage
Make sure the Content Filter service is licensed. L —
D%| |].DU%

General Filter Profile

General Settings

Enable Content Filter|

Enable Contert Filter Report Service Report Server [l

Content Filker Category Service Timeout: 10 (1~60 Seconds)

Palicies

[] Block web access when no palicy is applisd

@ Add - i " SN

# | Status

[ Page[t |oft

Message to display when a site is blacked

Address Schedule User

| | Show 50 |~ items

Deriied Access Message:

The web access is restricted, Please contact with administrator,

Redirect URL:

Content Filter Category Service License Status

Policy Summar:

website_policy x 1921681 0- 192166149 +

s [screcuie]

Choose Customization, and define your office hours.

Fitter Profile

Mo data to display

Policy Name website_palicy

Schedule Setup

O always

@) Everyday from 00 i |00 to (00 i |00 and from 00 i |00 to 00 i |00

License Status: Licensed @ cust ti
ustomization
License Type: Trial
Expiration Date: 2010-8-18 Time Segment 1 Time Segment 2

Apply Mew Reaistration

09 12 : |00 700 17 (30

‘ 09 130 12 1|00 13 : 00 17 1|30

‘ 09 130 12 : |00 13 : 00 17 130
Add an access policy for all the crew outside of office hours. BT |- 12l EREIS EIED

‘ 09 230 12 2|00 13 2 o0 17 1|30
Schedule: none. _‘ 0o ;00 i Al 00 ;00 oo ;oo

_‘ oo i 00 oo |00 oo i 00 ao |00
Address: select the address object LAN subnet.

Filter Profile: select the profile “allow_all_websites” created in the Profile

page.
User/Group: Any

13 H

Cancel

E2 acdd Policy 2> <
i=] Create new Object ~
Schedule: none ~
Address: Lar1_suBrET] -~
Filter Profile : allow_all_websites -~
User 4 Group: any -
[ O ][ Cancel ]
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Add an access policy for the employees during office hours.
Schedule: select the “office_hour” object
Address: select the LAN subnet address object.
Filter Profile: select the “for_employee” profile created in the Profile page.
User/Group: Any

3 Add Policy =%

5] Create new Object =

Schedule: office_hour B
Address: LAMIL_SUBMET B
Filter Profile : for_emplo}reel B3
User / Group: any 7
ok || cancel

Add an access policy for the manager.
Schedule: none (all the time)
Address: manager’s IP address

Filter Profile: select the profile “allow_all_websites” created in Profile page.

) add Policy S

[i=] Create new Object =

Schedule: none k3
Address: manager_IP e
Filter Profile : allow_all_websites B3
User / Group: any -~
ok || cancel
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Check the created policies. Make sure their order lists as below:

Inactivate =M Mowve

© Add [ edit W Remove @ Activate @
# | Status Address Schedule User Filter Profile

1 @ amanager IP none any allow_all_websites
2 @ mofficeThou any for_employee

3 @ = LAN1_SUBMET none any allow_all_websites
4 4 | Page 1 |of1l b ¥l ' show|50 |w items
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Scenario 11 — Quick Setup for Allowing WLAN Users to Access LAN Services (USG 20W only)

11.1 Application Scenario

To provide rich and helpful tour information to customers, most hotels have a tour guide server to present the message. However, due to the security
protection design, WLAN users cannot access the server on LAN side by default. To enable this, the system administrator needs to configure the firewall policy
to allow access from WLAN to LAN and also from LAN to WLAN. To streamline the configuration process, the administrator can simply relocate the WLAN

users and the server on LAN side into the same security group to give them identical properties. The steps below will show you how to realize this.

ZyWALL USG

Tour-quide server
2 AN __ WLAN User

o
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11.2 Configuration Guide

Goal to achieve:

ZyXEL - ZyWALL USG Support Notes

A quick setup to allow users connected by WLAN access the service in the LAN zone.

ZLD configuration ZyNOS configuration

Step 1. Click CONFIGURATION > Network > Interface > WLAN to open the Step 1. Click WIRELESS > Wi-Fi > Wireless Card to open the configuration

configuration screen.

ZyXEL zywaLL USG 20W

CONFIGURATION Port Role Ethernet

General MAC Filker

[ Show Advanced Settings

Enable WLAN Device

802,11 Band:

Channel:
802.11n Settings

Interface Summary

Dadd . ||

L3 Status  hame -

1 Q@ wiana4
Page I oft

Cellular

&
i)
Iy HEL-200

Showe| 50

IP Address
192168201

¥ likems

screen.

ZyXEL

HOME

I
REGISTRATION B secory WA Filker
NETWORK  wireless Card Setting |
WIRELES%_ [v Enable Wireless Card
Bridge to wLAN « | (Note: device will reboot if another option is chosen)
802,11 Mode G02.11b+g -
SECURITY Channel-008 2437MHz +

Choose Channel 1D

ar Scan
ADYANCED =] 4

Mask Security

25525525510 wep-64

Displaying 1 - 1 of 1
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Step 2. You can add a new rule by clicking the Add button or edit the
pre-configured rule by clicking the Edit button.

Interface Summary

(D Add |7 Edit B Remove () Activate () Inactivate [38 Object Reference

# Status  Mame = SSID IP Address Mask Security

Page Il of 1 | Show S0 | w |items Displaying 1 - 1 of 1

Step 3. Configure this SSID to belong to the LAN zone. With both the WLAN
users and the LAN server belonging to the same security zone, the WLAN

users will be able to access the LAN service even without modifying the

firewall policy.

) Edit WLAN undefined

Show Advanced Settings

General Settings

Enable Interface

Interface Mame: wlar-1- 1
Description: (Optional)
Zone: I v I
LAMN1
¥irtual Access Point Settings WLAN
5310: E’T\ZLL —
[] Hide S5ID Broadeast
[ Block Intra BSS Traffic
Maxirum Associations: 255
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Step 2. Configure the WLAN bridge to the LAN zone. This will give the WLAN
users the same security properties with the LAN server.

Wireless Card Security MACL Filter

Wireless Card Setting

v Enable Wireless Card
Bridge to
802.11 Mode

Chaoose Channel ID

[~ Super Mode

RTS/CTS Threshold 2346 (256 ~ 2346)
Fragrentation Threshaold 2346 (256 ~ 2346)

Output Power I1DD% vl




